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Manufacturing execution systems (MES) are computerized systems used in
manufacturing, to track and document the transformation of raw materials to finished
goods. MES can provide the right information at the right time and show the
manufacturing decision maker "how the current conditions on the plant floor can be
optimized to improve production output."™ MES work in real time to enable the
control of multiple elements of the production process (e.g. inputs, personnel,
machines and support services).

MES may operate across multiple function areas, for example: management of
product definitions across the product life-cycle, resource scheduling, order execution
and dispatch, production analysis and downtime management for Overall Equipment
Effectiveness (OEE), Product Quality, or materials track and trace. MES creates the
"as-built" record, capturing the data, processes and outcomes of the manufacturing
process. This can be especially important in regulated industries, such as food and
beverage or pharmaceutical, where documentation and proof of processes, events and
actions may be required.

The idea of MES might be seen as an intermediate step between, on the one hand, an
Enterprise Resource Planning (ERP) system, and a Supervisory Control and Data
Acquisition (SCADA) or process control system on the other; although historically,
exact boundaries have fluctuated. Industry groups such as MESA International--
Manufacturing Enterprise Solutions Association were created in the early 1990's in
order to address the complexity, and advice on execution, of MES Systems.

Benefits

"Manufacturing Execution Systems [help] create flawless manufacturing processes
and provide real-time feedback of requirement changes,"2 and provide information at
a single source. Other benefits from successful MES implementation might include:

1. Reduced waste, re-work and scrap, including quicker setup times

2. More accurate capture of cost-information (e.g. labor, scrap, downtime, and
tooling)

3. Increased uptime

4. Incorporate Paperless Workflow Activities

5. Reduced inventory, through the eradication of just-in-case inventory

MES

A wide variety of systems arose using collected data for a dedicated purpose. Further
development of these systems during the 1990s introduced overlap in functionality.
Then the Manufacturing Enterprise Solutions Association (MESA) introduced some
structure by defining 11 functions that set the scope of MES. In 2000, the ANSI/ISA-
95 standard merged this model with the Purdue Reference Model (PRM).=!

A functional hierarchy was defined in which MES were situated at Level 3 between
ERP at Level 4 and process control at Levels 0, 1, 2. With the publication of the third
part of the standard in 2005, activities in Level 3 were divided over four main
operations: production, quality, logistics and maintenance.
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Between 2005 and 2013, additional or revised parts of the ANSI/ISA-95 standard
defined the architecture of an MES into more detail, covering how to internally
distribute functionality and what information to exchange internally as well as
external |y_[citation needed]

Functional areas

Over the years, international standards and models have refined the scope of such
systems in terms of activitieslietionreeded These typically include:

o Management of product definitions. This may include storage, version control
and exchange with other systems of master data like product production rules,
bill of material, bill of resources, process set points and recipe data all focused
on defining how to make a product. Management of product definitions can be
part of Product lifecycle management.

« Management of resources. This may include registration, exchange and
analysis of resource information, aiming to prepare and execute production
orders with resources of the right capabilities and availability.

e Scheduling (production processes). These activities determine the production
schedule as a collection of work orders to meet the production requirements,
typically received from Enterprise resource planning or specialized Advanced
planning and scheduling systems, making optimal use of local resources.

o Dispatching production orders. Depending on the type of production processes
this may include further distribution of batches, runs and work orders, issuing
these to work centers and adjustment to unanticipated conditions.

« Execution of production orders. Although actual execution is done by Process
control systems, an MES may perform checks on resources and inform other
systems about the progress of production processes.

o Collection of production data. This includes collection, storage and exchange
of process data, equipment status, material lot information and production logs
in either a data historian or relational database.

« Production performance analysis. Create useful information out of the raw
collected data about the current status of production, like Work In Progress
(WIP) overviews, and the production performance of the past period like the
Overall Equipment Effectiveness or any other Performance indicator.

e Production Track & Trace. Registration and retrieval of related information in
order to present a complete history of lots, orders or equipment (particularly
important in health related productions, e.g. pharmaceuticals).

« The Digitizing of the complete data from the log books into the web/tablet
interface with the edit lock feature and also pulling the data from the SCADA
into the common databank.

e The Audit Interface which helps in the evaluation of the utility performance
like the direct / indirect efficiency of the boiler in the runtime, cooling tower
effectiveness in the runtime which is possible only if we are able integrate the
complete data from the log books and the SCADA System.

Relationship with other Enterprise systems
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MES integrates with ISA-95 (previous Purdue Reference Model, “95”") with multiple
relationships.

Relationship with other Level 3 systems

The collection of systems acting on the ISA-95 Level 3 can be called Manufacturing
Operations Management Systems (MOMS). Apart from an MES these are typically
Laboratory Information Management System (LIMS), Warehouse Management
System (WMS) and computerized maintenance management system (CMMS). From
the MES point of view possible information flows are:

To LIMS: quality test requests, sample lots, statistical process data

From LIMS: quality test results, product certificates, testing progress

To WMS: material resource requests, material definitions, product deliveries
From WMS: material availability, staged material lots, product shipments
To CMMS: equipment running data, equipment assignments, maintenance
requests

e From CMMS: maintenance progress, equipment capabilities, maintenance
schedule

Relationship with Level 4 systems

Examples of systems acting on ISA-95 Level 4 are Product Lifecycle Management
(PLM), Enterprise Resource Planning (ERP), Customer Relationship Management
(CRM), Human Resource Management (HRM), Process Development Execution
System (PDES). From the MES point of view possible information flows are:

e To PLM: production test results

From PLM: product definitions, bill of operations (routings), electronic work
instructions, equipment settings

To ERP: production performance results, produced and consumed material
From ERP: production planning, order requirements

To CRM: product tracking and tracing information

From CRM: product complaints

To HRM: personnel performance

From HRM: personnel skills, personnel availability

To PDES: production test and execution results

From PDES: manufacturing flow definitions, Design of Experiments (DoE)
definitions

In many cases, Middleware Enterprise Application Integration (EAI) systems are
being used to exchange transaction messages between MES and Level 4 systems. A
common data definition, B2ZMML, has been defined within the ISA-95 standard to
link MES systems to these Level 4 systems.

Relationship with Level 0, 1, 2 systems

Systems acting on ISA-95 Level 2 are Supervisory Control And Data Acquisition
(SCADA), Programmable Logic Controllers (PLC), Distributed Control Systems
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(DCS) and Batch Automation Systems. Information flows between MES and these
process control systems are roughly similar:

e To PLCs: work instructions, recipes, set points
e From PLCs: process values, alarms, adjusted set points, production results

Most MES systems include connectivity as part of their product offering. Direct
communication of plant floor equipment data is established by connecting to the
Programmable Logic Controllers (PLC). Often, plant floor data is first collected and
diagnosed for real-time control in a Distributed Control System (DCS) or Supervisory
Control and Data Acquisition (SCADA) system. In this case, the MES systems
connect to these Level 2 systems for exchanging plant floor data.

The industry standard for plant floor connectivity is OLE for Process Control (OPC).

Manufacturing

Manufacturing is the production of merchandise for use or sale using labour and
machines, tools, chemical and biological processing, or formulation. The term may
refer to a range of human activity, from handicraft to high tech, but is most commonly
applied to industrial production, in which raw materials are transformed into finished
goods on a large scale. Such finished goods may be used for manufacturing other,
more complex products, such as aircraft, household appliances or automobiles, or sold
to wholesalers, who in turn sell them to retailers, who then sell them to end users and
consumers.

Manufacturing takes turns under all types of economic systems. In a free market
economy, manufacturing is usually directed toward the mass production of products
for sale to consumers at a profit. In a collectivist economy, manufacturing is more
frequently directed by the state to supply a centrally planned economy. In mixed
market economies, manufacturing occurs under some degree of government

regulation.

Modern manufacturing includes all intermediate processes required for the production
and integration of a product's components. Some industries, such as semiconductor
and steel manufacturers use the term fabrication instead.

The manufacturing sector is closely connected with engineering and industrial design.
Examples of major manufacturers in North America include General Motors
Corporation, General Electric, Procter & Gamble, General Dynamics, Boeing, Pfizer,
and Precision Castparts. Examples in Europe include Volkswagen Group, Siemens,
and Michelin. Examples in Asia include Sony, Huawei, Lenovo, Toyota, Samsung,

and Bridgestone.

History and development

e Inits earliest form, manufacturing was usually carried out by a single skilled
artisan with assistants. Training was by apprenticeship. In much of the pre-
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industrial world, the guild system protected the privileges and trade secrets of
urban artisans.

o Before the Industrial Revolution, most manufacturing occurred in rural areas,
where household-based manufacturing served as a supplemental subsistence
strategy to agriculture (and continues to do so in places). Entrepreneurs
organized a number of manufacturing households into a single enterprise
through the putting-out system.

« Toll manufacturing is an arrangement whereby a first firm with specialized
equipment processes raw materials or semi-finished goods for a second firm.

Manufacturing systems: changes in methods of manufacturing

o Craft or guild system
o Aqgile manufacturing

e American system of manufacturing

e English system of manufacturing

o Fabrication

e Flexible manufacturing

e Just-in-time manufacturing

e Lean manufacturing

e Mass customization (2000s) - 3D printing, design-your-own web sites for
sneakers, clothing

e Mass production

e Ownership

e Packaging and labeling

o Prefabrication

e Putting-out system

e Rapid manufacturing

o Reconfigurable manufacturing system

e Soviet collectivism in manufacturing

Economics of manufacturing

According to some economists, manufacturing is a wealth-producing sector of an
economy, whereas a service sector tends to be wealth-consuming. 2 Emerging
technologies have provided some new growth in advanced manufacturing
employment opportunities in the Manufacturing Belt in the United States.
Manufacturing provides important material support for national infrastructure and for
national defense.

On the other hand, most manufacturing may involve significant social and
environmental costs. The clean-up costs of hazardous waste, for example, may
outweigh the benefits of a product that creates it. Hazardous materials may expose
workers to health risks. These costs are now well known and there is effort to address
them by improving efficiency, reducing waste, using industrial symbiosis, and
eliminating harmful chemicals.® The increased use of technologies such as 3D
printing also offer the potential to reduce the environmental impact of producing
finished goods through distributed manufacturing.
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The negative costs of manufacturing can also be addressed legally. Developed
countries regulate manufacturing activity with labor laws and environmental laws.
Across the globe, manufacturers can be subject to regulations and pollution taxes to
offset the environmental costs of manufacturing activities. Labor unions and craft
quilds have played a historic role in the negotiation of worker rights and wages.
Environment laws and labor protections that are available in developed nations may
not be available in the third world. Tort law and product liability impose additional
costs on manufacturing. These are significant dynamics in the ongoing process,
occurring over the last few decades, of manufacture-based industries relocating
operations to "developing-world" economies where the costs of production are
significantly lower than in "developed-world" economies.

Manufacturing and investment

Capacity utilization in manufacturing in the FRG and in the USA

Surveys and analyses of trends and issues in manufacturing and investment around the
world focus on such things as:

« the nature and sources of the considerable variations that occur cross-
nationally in levels of manufacturing and wider industrial-economic growth;

e competitiveness; and

« attractiveness to foreign direct.

In addition to general overviews, researchers have examined the features and factors
affecting particular key aspects of manufacturing development. They have compared
production and investment in a range of Western and non-Western countries and
presented case studies of growth and performance in important individual industries
and market-economic sectors. =

On June 26, 2009, Jeff Immelt, the CEO of General Electric, called for the United
States to increase its manufacturing base employment to 20% of the workforce,
commenting that the U.S. has outsourced too much in some areas and can no longer
rely on the financial sector and consumer spending to drive demand.® Further, while
U.S. manufacturing performs well compared to the rest of the U.S. economy, research
shows that it performs poorly compared to manufacturing in other high-wage
countries.® A total of 3.2 million — one in six U.S. manufacturing jobs — have
disappeared between 2000 and 2007.2 In the UK, EEF the manufacturers'
organization has led calls for the UK economy to be rebalanced to rely less on
financial services and has actively promoted the manufacturing agenda.
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Countries by manufacturing output using the most
recent known data

Data is provided by World bank.tm |t shows the total value of manufacturing in US
dollars for its noted year.

Rank Country/Region (Millions of $US) Year

World 11,917,240 2013
1 M China 2,922,520 2013

B European Union 2,312,723 2013
2 B= United States 1,943,810 2013

Bicurozone 1,793,895 2013
3 ® Japan 904,590 2013
4 ™8 Germany 771,183 2014
5 :®; South Korea 389,581 2014
6 e India 325,246 2014
7 DB hialy 299,017 2014
8 N WFrance 283,663 2014
9  mmRussia 267,591 2013
10 =¥ United Kingdom 246,900 2014
11 Brazil 218,802 2014
12 W0 Mexico 216,066 2014
13 ™ Indonesia 186,743 2014
14 == Spain 168,995 2014
15  B+0 Canada 162,074 2014
16 Turkey 126,344 2014
17 B switzerland 123,855 2013
18 === Thailand 121,677 2014
19  =mm Netherlands 96,953 2014
20 &M Australia 92,768 2014

Product lifecycle
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A generic lifecycle of products

In industry, product lifecycle management (PLM) is the process of managing the
entire lifecycle of a product from inception, through engineering design and
manufacture, to service and disposal of manufactured products.i2@ PLM integrates
people, data, processes and business systems and provides a product information
backbone for companies and their extended enterprise.&!

History

The inspiration for the burgeoning business process now known as PLM came from
American Motors Corporation (AMC).1 The automaker was looking for a way to
speed up its product development process to compete better against its larger
competitors in 1985, according to Frangois Castaing, Vice President for Product
Engineering and Development.B After introducing its compact Jeep Cherokee (XJ),
the vehicle that launched the modern sport utility vehicle (SUV) market, AMC began
development of a new model, that later came out as the Jeep Grand Cherokee. The
first part in its quest for faster product development was computer-aided design
(CAD) software system that make engineers more productive.B The second part in
this effort was the new communication system that allowed conflicts to be resolved
faster, as well as reducing costly engineering changes because all drawings and
documents were in a central database.®® The product data management was so
effective that after AMC was purchased by Chrysler, the system was expanded
throughout the enterprise connecting everyone involved in designing and building
products. While an early adopter of PLM technology, Chrysler was able to become
the auto industry's lowest-cost producer, recording development costs that were half
of the industry average by the mid-1990s.5!

1982 - 1983 Rockwell Int'l developed initial concepts of PDM and PLM for the B-1B
bomber program. A system called Engineering Data System (EDS) was augmented to
interface with Computervision and CADAM systems to track part configurations and
lifecycle of components and assemblies. A white paper on this topic was presented
during those years at a Computervision User's Group meeting in San Diego. Shortly
after Computervison released its system implementing only the PDM aspects as the
lifecycle model was specific to Rockwell and Aerospace needs.
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PLM systems help organizations in coping with the increasing complexity and
engineering challenges of developing new products for the global competitive
markets.1e!

Product lifecycle management (PLM) should be distinguished from 'product life-cycle
management (marketing)' (PLCM). PLM describes the engineering aspect of a
product, from managing descriptions and properties of a product through its
development and useful life; whereas, PLCM refers to the commercial management of
life of a product in the business market with respect to costs and sales measures.

Product lifecycle management can be considered one of the four cornerstones of a
manufacturing corporation’s information technology structure. All companies need
to manage communications and information with their customers (CRM-customer
relationship management), their suppliers and fulfillment (SCM-supply chain), their
resources within the enterprise (ERP-enterprise resource planning) and their product
planning and development (PLM).

One form of PLM is called people-centric PLM. While traditional PLM tools have
been deployed only on release or during the release phase, people-centric PLM targets
the design phase.

As of 2009, ICT development (EU-funded PROMISE project 2004—2008) has
allowed PLM to extend beyond traditional PLM and integrate sensor data and real
time 'lifecycle event data’ into PLM, as well as allowing this information to be made
available to different players in the total lifecycle of an individual product (closing the
information loop). This has resulted in the extension of PLM into closed-loop
lifecycle management (CL.M).

Benefits

Documented benefits of product lifecycle management include:

e Reduced time to market

e Increase full price sales

o Improved product quality and reliability

« Reduced prototyping costs

e More accurate and timely request for quote generation

« Ability to quickly identify potential sales opportunities and revenue
contributions

e Savings through the re-use of original data

o A framework for product optimization

e Reduced waste

« Savings through the complete integration of engineering workflows

o Documentation that can assist in proving compliance for RoHS or Title 21
CFR Part 11

o Ability to provide contract manufacturers with access to a centralized product
record

e Seasonal fluctuation management

« Improved forecasting to reduce material costs
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e Maximize supply chain collaboration

Areas of PLM

Within PLM there are five primary areas;

Systems engineering (SE)

Product and portfolio m? (PPM)

Product design (CAX)

Manufacturing process management (MPM)
Product data management (PDM)

orwbpPE

Note: While application software is not required for PLM processes, the business
complexity and rate of change requires organizations execute as rapidly as possible.

Systems engineering is focused on meeting all requirements, primary meeting
customer needs, and coordinating the systems design process by involving all relevant
disciplines. An important aspect for life cycle management is a subset within Systems
Engineering called Reliability Engineering. Product and portfolio management is
focused on managing resource allocation, tracking progress vs. plan for new product
development projects that are in process (or in a holding status). Portfolio
management is a tool that assists management in tracking progress on new products
and making trade-off decisions when allocating scarce resources. Product design is
the process of creating a new product to be sold by a business to its customers.
Manufacturing process management is a collection of technologies and methods used
to define how products are to be manufactured. Product data management is focused
on capturing and maintaining information on products and/or services through their
development and useful life. Change management is an important part of PDM/PLM.

Introduction to development process

The core of PLM (product lifecycle management) is in the creation and central
management of all product data and the technology used to access this information
and knowledge. PLM as a discipline emerged from tools such as CAD, CAM and
PDM, but can be viewed as the integration of these tools with methods, people and
the processes through all stages of a product’s life.l? It is not just about software
technology but is also a business strategy.i4
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Product lifecycle management

For simplicity the stages described are shown in a traditional sequential engineering
workflow. The exact order of event and tasks will vary according to the product and
industry in question but the main processes are:!4

o Conceive
o Specification
o Concept design
e Design
o Detailed design
o Validation and analysis (simulation)
o Tool design
e Realise
o Plan manufacturing
o Manufacture
o Build/Assemble

o Test (quality check)

e Service
o Sell and deliver
o Use
o Maintain and support
o Dispose

The major key point events are:

e Order

o Idea

o Kickoff

o Design freeze
e« Launch

The reality is however more complex, people and departments cannot perform their
tasks in isolation and one activity cannot simply finish and the next activity start.
Design is an iterative process, often designs need to be modified due to manufacturing
constraints or conflicting requirements. Where a customer order fits into the time line
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depends on the industry type and whether the products are for example, built to order,
engineered to order, or assembled to order.

Phases of product lifecycle and corresponding
technologies

Many software solutions have been developed to organize and integrate the different
phases of a product’s lifecycle. PLM should not be seen as a single software product
but a collection of software tools and working methods integrated together to address
either single stages of the lifecycle or connect different tasks or manage the whole
process. Some software providers cover the whole PLM range while others single
niche application. Some applications can span many fields of PLM with different
modules within the same data model. An overview of the fields within PLM is
covered here. It should be noted however that the simple classifications do not always
fit exactly, many areas overlap and many software products cover more than one area
or do not fit easily into one category. It should also not be forgotten that one of the
main goals of PLM is to collect knowledge that can be reused for other projects and to
coordinate simultaneous concurrent development of many products. It is about
business processes, people and methods as much as software application solutions.
Although PLM is mainly associated with engineering tasks it also involves marketing
activities such as product portfolio management (PPM), particularly with regards to
new product development (NPD). There are several life-cycle models in industry to
consider, but most are rather similar. What follows below is one possible life-cycle
model; while it emphasizes hardware-oriented products, similar phases would
describe any form of product or service, including non-technical or software-based
products:t2!

Phase 1: Conceive
Imagine, specify, plan, and innovate

The first stage is the definition of the product requirements based on customer,
company, market and regulatory bodies’ viewpoints. From this specification, the
product's major technical parameters can be defined. In parallel, the initial concept
design work is performed defining the aesthetics of the product together with its main
functional aspects. Many different media are used for these processes, from pencil and
paper to clay models to 3D CAID computer-aided industrial design software.

In some concepts, the investment of resources into research or analysis-of-options
may be included in the conception phase — e.g. bringing the technology to a level of
maturity sufficient to move to the next phase. However, life-cycle engineering is
iterative. It is always possible that something doesn't work well in any phase enough
to back up into a prior phase — perhaps all the way back to conception or research.
There are many examples to draw from.

Phase 2: Design

Describe, define, develop, test, analyze and validate
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This is where the detailed design and development of the product’s form starts,
progressing to prototype testing, through pilot release to full product launch. It can
also involve redesign and ramp for improvement to existing products as well as
planned obsolescence.# The main tool used for design and development is CAD.
This can be simple 2D drawing / drafting or 3D parametric feature based solid/surface
modeling. Such software includes technology such as Hybrid Modeling, Reverse
Engineering, KBE (knowledge-based engineering), NDT (Nondestructive testing),
and Assembly construction.

This step covers many engineering disciplines including: mechanical, electrical,
electronic, software (embedded), and domain-specific, such as architectural,
aerospace, automotive, Along with the actual creation of geometry there is the
analysis of the components and product assemblies. Simulation, validation and
optimization tasks are carried out using CAE (computer-aided engineering) software
either integrated in the CAD package or stand-alone. These are used to perform tasks
such as:- Stress analysis, FEA (finite element analysis); kinematics; computational
fluid dynamics (CFD); and mechanical event simulation (MES). CAQ (computer-
aided quality) is used for tasks such as Dimensional tolerance (engineering) analysis.
Another task performed at this stage is the sourcing of bought out components,
possibly with the aid of procurement systems.

Phase 3: Realize
Manufacture, make, build, procure, produce, sell and deliver

Once the design of the product’s components is complete the method of
manufacturing is defined. This includes CAD tasks such as tool design; creation of
CNC Machining instructions for the product’s parts as well as tools to manufacture
those parts, using integrated or separate CAM computer-aided manufacturing
software. This will also involve analysis tools for process simulation for operations
such as casting, molding, and die press forming. Once the manufacturing method has
been identified CPM comes into play. This involves CAPE (computer-aided
production engineering) or CAP/CAPP — (production planning) tools for carrying out
factory, plant and facility layout and production simulation. For example: press-line
simulation; and industrial ergonomics; as well as tool selection management. Once
components are manufactured their geometrical form and size can be checked against
the original CAD data with the use of computer-aided inspection equipment and
software. Parallel to the engineering tasks, sales product configuration and marketing
documentation work take place. This could include transferring engineering data
(geometry and part list data) to a web based sales configurator and other desktop

publishing systems.

Phase 4: Service
Use, operate, maintain, support, sustain, phase-out, retire, recycle and disposal]
The final phase of the lifecycle involves managing of in service information.

Providing customers and service engineers with support information for repair and
maintenance, as well as waste management/recycling information. This involves
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using tools such as Maintenance, Repair and Operations Management (MRO)
software.

There is an end-of-life to every product. Whether it be disposal or destruction of
material objects or information, this needs to be considered since it may not be free
from ramifications.

All phases: product lifecycle
Communicate, manage and collaborate

None of the above phases can be seen in isolation. In reality a project does not run
sequentially or in isolation of other product development projects. Information is
flowing between different people and systems. A major part of PLM is the co-
ordination and management of product definition data. This includes managing
engineering changes and release status of components; configuration product
variations; document management; planning project resources and timescale and risk
assessment.

For these tasks graphical, text and metadata such as product bills of materials (BOMSs)
needs to be managed. At the engineering departments level this is the domain of PDM
— (product data management) software, at the corporate level EDM (enterprise data
management) software, these two definitions tend to blur however but it is typical to
see two or more data management systems within an organization. These systems are
also linked to other corporate systems such as SCM, CRM, and ERP. Associated with
these system are project management Systems for project/program planning.

This central role is covered by numerous collaborative product development tools
which run throughout the whole lifecycle and across organizations. This requires
many technology tools in the areas of conferencing, data sharing and data translation.
The field being product visualization which includes technologies such as DMU
(digital mock-up), immersive virtual digital prototyping (virtual reality), and photo-
realistic imaging.

User skills

The broad array of solutions that make up the tools used within a PLM solution-set
(e.g., CAD, CAM, CAX...) were initially used by dedicated practitioners who invested
time and effort to gain the required skills. Designers and engineers worked wonders
with CAD systems, manufacturing engineers became highly skilled CAM users while
analysts, administrators and managers fully mastered their support technologies.
However, achieving the full advantages of PLM requires the participation of many
people of various skills from throughout an extended enterprise, each requiring the
ability to access and operate on the inputs and output of other participants.

Despite the increased ease of use of PLM tools, cross-training all personnel on the
entire PLM tool-set has not proven to be practical. Now, however, advances are being
made to address ease of use for all participants within the PLM arena. One such
advance is the availability of "role™ specific user interfaces. Through tailorable user
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interfaces (Uls), the commands that are presented to users are appropriate to their
function and expertise.

These techniques include:-

« Concurrent engineering workflow
e Industrial design

e Bottom—up design

e Top—down design

e Front-loading design workflow

o Design in context

e Modular design

e NPD new product development

e DFSS design for Six Sigma

o DFMA design for manufacture / assembly
o Digital simulation engineering

« Requirement-driven design

o Specification-managed validation
o Configuration management

Concurrent engineering workflow

Concurrent engineering (British English: simultaneous engineering) is a workflow
that, instead of working sequentially through stages, carries out a number of tasks in
parallel. For example: starting tool design as soon as the detailed design has started,
and before the detailed designs of the product are finished; or starting on detail design
solid models before the concept design surfaces models are complete. Although this
does not necessarily reduce the amount of manpower required for a project, as more
changes are required due to the incomplete and changing information, it does
drastically reduce lead times and thus time to market.

Feature-based CAD systems have for many years allowed the simultaneous work on
3D solid model and the 2D drawing by means of two separate files, with the drawing
looking at the data in the model; when the model changes the drawing will
associatively update. Some CAD packages also allow associative copying of
geometry between files. This allows, for example, the copying of a part design into
the files used by the tooling designer. The manufacturing engineer can then start work
on tools before the final design freeze; when a design changes size or shape the tool
geometry will then update. Concurrent engineering also has the added benefit of
providing better and more immediate communication between departments, reducing
the chance of costly, late design changes. It adopts a problem prevention method as
compared to the problem solving and re-designing method of traditional sequential
engineering.

Bottom-up design

Bottom-up design (CAD-centric) occurs where the definition of 3D models of a
product starts with the construction of individual components. These are then virtually
brought together in sub-assemblies of more than one level until the full product is
digitally defined. This is sometimes known as the review structure showing what the
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product will look like. The BOM contains all of the physical (solid) components; it
may (but not also) contain other items required for the final product BOM such as
paint, glue, oil and other materials commonly described as 'bulk items'. Bulk items
typically have mass and quantities but are not usually modelled with geometry.

Bottom—up design tends to focus on the capabilities of available real-world physical
technology, implementing those solutions which this technology is most suited to.
When these bottom—up solutions have real-world value, bottom—-up design can be
much more efficient than top—down design. The risk of bottom—up design is that it
very efficiently provides solutions to low-value problems. The focus of bottom-up
design is "what can we most efficiently do with this technology?" rather than the
focus of top—down which is "What is the most valuable thing to do?"

Top-down design

Top-down design is focused on high-level functional requirements, with relatively
less focus on existing implementation technology. A top level spec is decomposed
into lower and lower level structures and specifications, until the physical
implementation layer is reached. The risk of a top—down design is that it will not take
advantage of the most efficient applications of current physical technology, especially
with respect to hardware implementation. Top—down design sometimes results in
excessive layers of lower-level abstraction and inefficient performance when the Top—
down model has followed an abstraction path which does not efficiently fit available
physical-level technology. The positive value of top—down design is that it preserves a
focus on the optimum solution requirements.

A part-centric top—down design may eliminate some of the risks of top—down design.
This starts with a layout model, often a simple 2D sketch defining basic sizes and
some major defining parameters. Industrial design brings creative ideas to product
development. Geometry from this is associatively copied down to the next level,
which represents different subsystems of the product. The geometry in the sub-
systems is then used to define more detail in levels below. Depending on the
complexity of the product, a number of levels of this assembly are created until the
basic definition of components can be identified, such as position and principal
dimensions. This information is then associatively copied to component files. In these
files the components are detailed; this is where the classic bottom—up assembly starts.

The top—down assembly is sometime known as a control structure. If a single file is
used to define the layout and parameters for the review structure it is often known as a
skeleton file.

Defense engineering traditionally develops the product structure from the top down.
The system engineering process 2 prescribes a functional decomposition of
requirements and then physical allocation of product structure to the functions. This
top down approach would normally have lower levels of the product structure
developed from CAD data as a bottom—up structure or design.

Both-ends-against-the-middle design
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Both-ends-against-the-middle (BEATM) design is a design process that endeavors to
combine the best features of top—down design, and bottom—up design into one
process. A BEATM design process flow may begin with an emergent technology
which suggests solutions which may have value, or it may begin with a top—down
view of an important problem which needs a solution. In either case the key attribute
of BEATM design methodology is to immediately focus at both ends of the design
process flow: a top—down view of the solution requirements, and a bottom-up view of
the available technology which may offer promise of an efficient solution. The
BEATM design process proceeds from both ends in search of an optimum merging
somewhere between the top—down requirements, and bottom—up efficient
implementation. In this fashion, BEATM has been shown to genuinely offer the best
of both methodologies. Indeed some of the best success stories from either top—down
or bottom-up have been successful because of an intuitive, yet unconscious use of the
BEATM methodology. When employed consciously, BEATM offers even more
powerful advantages.

Front loading design and workflow

Front loading is taking top—down design to the next stage. The complete control
structure and review structure, as well as downstream data such as drawings, tooling
development and CAM models, are constructed before the product has been defined
or a project kick-off has been authorized. These assemblies of files constitute a
template from which a family of products can be constructed. When the decision has
been made to go with a new product, the parameters of the product are entered into
the template model and all the associated data is updated. Obviously predefined
associative models will not be able to predict all possibilities and will require
additional work. The main principle is that a lot of the experimental/investigative
work has already been completed. A lot of knowledge is built into these templates to
be reused on new products. This does require additional resources "up front™ but can
drastically reduce the time between project kick-off and launch. Such methods do
however require organizational changes, as considerable engineering efforts are
moved into "offline" development departments. It can be seen as an analogy to
creating a concept car to test new technology for future products, but in this case the
work is directly used for the next product generation.

Design in context

Individual components cannot be constructed in isolation. CAD and CaiD models of
components are designed within the context of part or all of the product being
developed. This is achieved using assembly modelling techniques. Other components’
geometry can be seen and referenced within the CAD tool being used. The other
components within the sub-assembly may or may not have been constructed in the
same system, their geometry being translated from other collaborative product
development (CPD) formats. Some assembly checking such as DMU is also carried
out using product visualization software.

Product and process lifecycle management (PPLM)
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Product and process lifecycle management (PPLM) is an alternate genre of PLM in
which the process by which the product is made is just as important as the product
itself. Typically, this is the life sciences and advanced specialty chemicals markets.
The process behind the manufacture of a given compound is a key element of the
regulatory filing for a new drug application. As such, PPLM seeks to manage
information around the development of the process in a similar fashion that baseline
PLM talks about managing information around development of the product.

One variant of PPLM implementations are Process Development Execution Systems
(PDES). They typically implement the whole development cycle of high-tech
manufacturing technology developments, from initial conception, through
development and into manufacture. PDES integrate people with different backgrounds
from potentially different legal entities, data, information and knowledge and business
processes.

Market size

Total spending on PLM software and services was estimated in 2006 to be above $30
billion a year.e1 Market growth estimates are in the area of 10%.

Pyramid of Production Systems

Pyramid of Production Systems

According to Malakooti (2013),2 there are five long-term objectives that should be
considered in production systems:

e cost which can be measured in terms of monetary units and usually consists of
fixed and variable cost.

e Productivity which can be measured in terms of the number of products
produced during a period of time.

e Quality which can be measured, for example, in terms of customers'
satisfaction.

o Flexibility, for example, ability of the system to produce variety of products.

« Ecological Soundness which can be measured in terms of biological and
environmental impacts of the production system.

The relation between these five objects can be presented as pyramid which its tip is
associated with the highest productivity, the highest quality, the most economical, the
most flexibility, and the most sustainability. The points inside of this pyramid are
associated with different combinations of five criteria. The tip of the pyramid is the
ideal point but it is infeasible and the base of pyramid consists of the worst points.
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Overall equipment effectiveness (OEE) is a hierarchy of metrics developed by
Seiichi Nakajima in the 1960s to evaluate how effectively a manufacturing operation
is utilized. It is based on the Harrington Emerson way of thinking regarding labor
efficiency.titionneeded) The resylts are stated in a generic form which allows comparison
between manufacturing units in differing industries. It is not however an absolute
measure and is best used to identify scope for process performance improvement, and
how to get the improvement.2 If for example the cycle time is reduced, the OEE will
increase i.e. more product is produced for less resource. Another example is if one
enterprise serves a high volume, low variety market, and another enterprise serves a
low volume, high variety market. More changeovers (set-ups) will lower the OEE in
comparison, but if the product is sold at a premium, there could be more margin with
a lower OEE.

OEE measurement is also commonly used as a key performance indicator (KPI) in
conjunction with lean manufacturing efforts to provide an indicator of success. OEE
can be illustrated by a brief discussion of the six metrics that comprise the system.
The hierarchy consists of two top-level measures and four underlying measures.

Top-level metrics

Overall equipment effectiveness (OEE) and total effective equipment performance
(TEEP) are two closely related metrics that report the overall utilization of facilities,
time and material for manufacturing operations. These top view metrics directly
indicate the gap between actual and ideal performance.

« Overall equipment effectiveness quantifies how well a manufacturing unit
performs relative to its designed capacity, during the periods when it is
scheduled to run.

o Total effective equipment performance (TEEP) measures OEE against
calendar hours, i.e.: 24 hours per day, 365 days per year.

Underlying metrics

In addition to the above measures, there are four underlying metrics that provide
understanding as to why and where the OEE and TEEP gaps exist.

The measurements are described below:

e Loading: The portion of the TEEP Metric that represents the percentage of
total calendar time that is actually scheduled for operation.

o Availability: The portion of the OEE Metric that represents the percentage of
scheduled time that the operation is available to operate. Often referred to as
Uptime.

o Performance: The portion of the OEE Metric that represents the speed at
which the Work Center runs as a percentage of its designed speed.

e Quality: The portion of the OEE Metric that represents the Good Units
produced as a percentage of the Total Units Started. Commonly referred to as
First Pass Yield FPY.
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Calculations for OEE and TEEP

What follows is a detailed presentation of each of the six OEE / TEEP Metrics and
examples of how to perform calculations. The calculations are not particularly
complicated, but care must be taken as to standards that are used as the basis.
Additionally, these calculations are valid at the work center or part number level but
become more complicated if rolling up to aggregate levels.=!

Overall equipment effectiveness

OEE breaks the performance of a manufacturing unit into three separate but
measurable components: Availability, Performance, and Quality. Each component
points to an aspect of the process that can be targeted for improvement. OEE may be
applied to any individual Work Center, or rolled up to Department or Plant levels.
This tool also allows for drilling down for very specific analysis, such as a particular
Part Number, Shift, or any of several other parameters. It is unlikely that any
manufacturing process can run at 100% OEE. Many manufacturers benchmark their
industry to set a challenging target; 85% is not uncommon.

o OEE is calculated with the formula (Availability)*(Performance)*(Quality)
e Using the examples given below:
o (Availability= 86.6%)*(Performance=93%)*(Quality=91.3%)= (OEE=73.6%)

Alternatively, and often easier, OEE is calculated by dividing the minimum time
needed to produce the parts under optimal conditions by the actual time needed to
produce the parts. For example:

o Total Time: 8 hour shift or 28,800 seconds, producing 14,400 parts, or one
part every 2 seconds.

o Fastest possible cycle time is 1.5 seconds, hence only 21,600 seconds would
have been needed to produce the 14,400 parts. The remaining 7,200 seconds
or 2 hours were lost.

e The OEE is now the 21,600 seconds divided by 28,800 seconds (same as
maximal 1.5 seconds per part divided by 2 actual seconds per part), or 75%.

Total effective equipment performance

Where OEE measures effectiveness based on scheduled hours, TEEP measures
effectiveness against calendar hours, i.e.: 24 hours per day, 365 days per year.

TEEP, therefore, reports the 'bottom line' utilization of assets.

Loading

The Loading portion of the TEEP Metric represents the percentage of time that an
operation is scheduled to operate compared to the total Calendar Time that is

available. The Loading Metric is a pure measurement of Schedule Effectiveness and
is designed to exclude the effects how well that operation may perform.
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Calculation: Loading = Scheduled Time / Calendar Time

Example:

A given Work Center is scheduled to run 5 Days per Week, 24 Hours per Day.
For a given week, the Total Calendar Time is 7 Days at 24 Hours.

Loading = (5 days x 24 hours) / (7 days x 24 hours) = 71.4%

Availability

The Availability portion of the OEE Metric represents the percentage of scheduled
time that the operation is available to operate. The Availability Metric is a pure
measurement of Uptime that is designed to exclude the effects of Quality,

Performance, and Scheduled Downtime Events. The losses due to wasted availability
are called availability losses.™

Example: A given Work Center is scheduled to run for an 8-hour (480 minute) shift
with a 30-minute scheduled break and experiences 60 minutes of unplanned
(breakdown) time. In this case, the 30 minute break should be considered "scheduled
time" although it is planned downtime.

Operating Time = 480 Min Sched — 30 Min Sched Downtime — 60 Min Unsched
Downtime = 390 Minutes

Calculation: Availability = operating time / scheduled time
Availability = 390 minutes / 480 minutes = 81.25%
Performance and productivity

Also known as "process rate"”, the Performance portion of the OEE Metric (also
known as process rate) represents the speed at which the Work Center runs as a
percentage of its designed speed. The Performance Metric is a pure measurement of
speed that is designed to exclude the effects of Quality and Availability. The losses
due to wasted performance are also often called speed losses. In practice it is often
difficult to determine speed losses, and a common approach is to merely assign the
remaining unknown losses as speed losses.

Calculation: Performance (Productivity) = (Parts Produced * Ideal Cycle Time) /
Operating time ©

Example:

A given Work Center is scheduled to run for an 8-hour (480 minute) shift with a 30-
minute scheduled break.

Operating Time = 450 Min Sched — 60 Min Unsched Downtime = 390 Minutes
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The Standard Rate for the part being produced is 40 Units/Hour or 1.5 Minutes/Unit

The Work Center produces 242 Total Units during the shift. Note: The basis is Total
Units, not Good Units. The Performance metric does not penalize for Quality.

Time to Produce Parts = 242 Units * 1.5 Minutes/Unit = 363 Minutes

Performance (Productivity) = 363 Minutes / 390 Minutes = 93.0%

Quality

The Quality portion of the OEE Metric represents the Good Units produced as a
percentage of the Total Units Started. The Quality Metric is a pure measurement of
Process Yield that is designed to exclude the effects of Availability and Performance.
The losses due to defects and rework are called quality losses.

Calculation: Quality = (Units produced - defective units) / (Units produced)
Example:

242 Units are produced. 21 are defective.

(242 units produced - 21 defective units) = 221 units

221 good units / 242 total units produced = 91.32%

""Six Big Losses"

OFE = 877wl Bl 06 = JATS

Example of OEE and Six Loss calculation

To be able to better determine what is contributing to the greatest loss and so what
areas should be targeted to improve the performance, these categories (Availability,
Performance and Quality) have been subdivided further into what is known as the
‘Six Big Loses’ to OEE.®

These are categorized as follows:
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Availability  Performance Quality
Planned Downtime Minor Stops Production Rejects
Breakdowns Speed Loss  Rejects on Start up

The reason for identifying the losses in these categories is so that specific
countermeasurest” can be applied to reduce the loss and improve the overall OEE. The
Six Loss categories can be calculated manually, but there are also a plethora of simple
calculators online.®2

Heuristic

OEE is useful as a heuristic, but can break down in several circumstances. For
example, it may be far more costly to run a facility at certain times. Performance and
quality may not be independent of each other or of availability and loading.
Experience may develop over time. Since the performance of shop floor managers is
at least sometimes compared to the OEE, these numbers are often not reliable, and
there are numerous ways to fudge these numbers.za

OEE has properties of a geometric mean. As such it punishes variability among its
subcomponents. For example, 20% * 80% = 16%, whereas 50% * 50% = 25%. When
there are asymmetric costs associated with one or more of the components, then the
model may become less appropriate.

Consider a system where the cost of error is exceptionally high. In such a condition,
higher quality may be far more important in a proper evaluation of effectiveness than
performance or availability. OEE also to some extent assumes a closed system and a
potentially static one. If one can bring in additional resources (or lease out unused
resources to other projects or business units) then it may be more appropriate for
example to use an expected net present value analysis.

Variability in flow also can introduce important costs and risks that may merit further
modeling. Sensitivity analysis and measures of change may be helpful.

Further reading

Hansen, Robert C (2005). Overall Equipment Effectiveness (OEE). Industrial Press.
ISBN 978-0-8311-3237-8.

e Koch, Arno (2007). OEE for the Production Team. Makigami. ISBN 978-90-
78210-08-5. (English). ISBN 978-90-78210-07-8 (Dutch)., ISBN 978-3-
940775-04-7 (German).

e Productivity Press Development Team (1999), OEE for Operators: Overall
Equipment Effectiveness, Productivity Press, ISBN 978-1-56327-221-9

Scheduling (production processes)
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Scheduling is the process of arranging, controlling and optimizing work and
workloads in a production process or manufacturing process. Scheduling is used to
allocate plant and machinery resources, plan human resources, plan production
processes and purchase materials.

It is an important tool for manufacturing and engineering, where it can have a major
impact on the productivity of a process. In manufacturing, the purpose of scheduling
IS to minimize the production time and costs, by telling a production facility when to
make, with which staff, and on which equipment. Production scheduling aims to
maximize the efficiency of the operation and reduce costs

Scheduling is the process of arranging, controlling and optimizing work and
workloads in a production process. Companies use backward and forward scheduling
to allocate plant and machinery resources, plan human resources, plan production
processes and purchase materials.

o Forward scheduling is planning the tasks from the date resources become
available to determine the shipping date or the due date.

o Backward scheduling is planning the tasks from the due date or required-by
date to determine the start date and/or any changes in capacity required.

The benefits of production scheduling include:

e Process change-over reduction
« Inventory reduction, leveling

o Reduced scheduling effort

e Increased production efficiency
e Labor load leveling

o Accurate delivery date quotes

e Real time information

Production scheduling tools greatly outperform older manual scheduling methods.
These provide the production scheduler with powerful graphical interfaces which can
be used to visually optimize real-time work loads in various stages of production, and
pattern recognition allows the software to automatically create scheduling
opportunities which might not be apparent without this view into the data. For
example, an airline might wish to minimize the number of airport gates required for
its aircraft, in order to reduce costs, and scheduling software can allow the planners to
see how this can be done, by analyzing time tables, aircraft usage, or the flow of
passengers.

Key concepts in scheduling

A key character of scheduling is the productivity, the relation between quantity of
inputs and quantity of output. Key concepts here are:

e Inputs : Inputs are plant, labor, materials, tooling, energy and a clean
environment.
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« Outputs : Outputs are the products produced in factories either for other
factories or for the end buyer. The extent to which any one product is
produced within any one factory is governed by transaction cost.

o Output within the factory : The output of any one work area within the factory
is an input to the next work area in that factory according to the manufacturing
process. For example the output of cutting is an input to the bending room.

« Output for the next factory : By way of example, the output of a paper mill is
an input to a print factory. The output of a petrochemicals plant is an input to
an asphalt plant, a cosmetics factory and a plastics factory.

« Output for the end buyer : Factory output goes to the consumer via a service
business such as a retailer or an asphalt paving company.

« Resource allocation : Resource allocation is assigning inputs to produce
output. The aim is to maximize output with given inputs or to minimize
quantity of inputs to produce required output.

Scheduling Algorithms

Production scheduling can take a significant amount of computing power if there are a
large number of tasks. Therefore a range of short-cut algorithms (heuristics) (a.k.a.
dispatching rules) are used:

o Stochastic Algorithms : Economic Lot Scheduling Problem and Economic
production quantity

o Heuristic Algorithms : Modified due date scheduling heuristic and Shifting
bottleneck heuristic

Batch Production Scheduling

Background

Batch production scheduling is the practice of planning and scheduling of batch
manufacturing processes. See Batch production. Although scheduling may apply to
traditionally continuous processes such as refining,'22 it is especially important for
batch processes such as those for pharmaceutical active ingredients, biotechnology
processes and many specialty chemical processes. Batch production scheduling
shares some concepts and techniques with finite capacity scheduling which has been
applied to many manufacturing problems.® The specific issues of scheduling batch
manufacturing processes have generated considerable industrial and academic
interest.

Scheduling in the Batch Processing Environment

A batch process can be described in terms of a recipe which comprises a bill of
materials and operating instructions which describe how to make the product.® The
ISA S88 batch process control standard ™ provides a framework for describing a batch
process recipe. The standard provides a procedural hierarchy for a recipe. A recipe
may be organized into a series of unit-procedures or major steps. Unit-procedures are
organized into operations, and operations may be further organized into phases.
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The following text-book recipe @ illustrates the organization.

e Charge and Mix materials A and B in a heated reactor, heat to 80C and react 4
hours to form C.

o Transfer to blending tank, add solvent D, Blend 1hour. Solid C precipitates.

o Centrifuge for 2 hours to separate C.

e Dryinatray dryer for 1 hour.

Liguid Raw Materials S5olvent

1E) =

LguidA B.D

Tots
Separation StorageTransport

A simplified S88-style procedural organization of the recipe might appear as follows:

e Unit Procedure 1: Reaction
Operation 1: Charge A & B (0.5 hours)
Operation 2: Blend / Heat (1 hour)
Operation 3: Hold at 80C for 4 hours
Operation 4: Pump solution through cooler to blend tank (0.5 hours)
Operation 5: Clean (1 hour)
e Unit Procedure 2: Blending Precipitation
Operation 1: Receive solution from reactor
Operation 2: Add solvent, D (0.5 hours)
Operation 3: Blend for 2 hours
Operation 4: Pump to centrifuge for 2 hours
Operation 5: Clean up (1 hour)
e Unit Procedure 3: Centrifugation
o Operation 1: Centrifuge solution for 2 hours
o Operation 2: Clean
e Unit Procedure 4: Tote
o Operation 1: Receive material from centrifuge
o Operation 2: Load dryer (15 min)
e Unit Procedure 5: Dry
o Operation 1: Load
o  Operation 2: Dry (1 hour)

O O O O O

o 0O O O O

Note that the organization here is intended to capture the entire process for
scheduling. A recipe for process-control purposes may have a more narrow scope.

Most of the constraints and restrictions described by Pinedo® are applicable in batch
processing. The various operations in a recipe are subject to timing or precedence
constraints that describe when they start and or end with respect to each other.
Furthermore, because materials may be perishable or unstable, waiting between
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successive operations may be limited or impossible. Operation durations may be fixed

or they may depend on the durations of other operations.

In addition to process equipment, batch process activities may require labor,

materials, utilities and extra equipment.

Cycle-Time Analysis

In some simple cases, an analysis of the recipe can reveal the maximum production
rate and the rate limiting unit. In the process example above if a number of batches or
lots of Product C are to be produced, it is useful to calculate the minimum time
between consecutive batch starts (cycle-time). If a batch is allowed to start before the
end of the prior batch the minimum cycle-time is given by the following

relationship:i

T
CTmz’n — _'.i' _ 111?”{7_3}

Where CTi, is the shortest possible cycle time for a process with M unit-procedures
and t; is the total duration for the jth unit-procedure. The unit-procedure with the

maximum duration is sometimes referred to as the bottleneck.

This relationship

applies when each unit-procedure has a single dedicated equipment unit.
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If redundant equipment units are available for at least one unit-procedure, the

minimum cycle-time becomes:

max

e N
CT i j= 1!11:{{‘:__]/{11_}}

Where N; is the number of redundant equipment for unit procedure j.
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If equipment is reused within a process, the minimum cycle-time becomes more
dependent on particular process details. For example, if the drying procedure in the
current example is replaced with another reaction in the reactor, the minimum cycle
time depends on the operating policy and on the relative durations of other
procedures. In the cases below, an increase in the hold time in the tote can decrease
the average minimum cycle time.
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Various charts are used to help schedulers visually manage schedules and constraints.
The Gantt chart is a display that shows activities on a horizontal bar graph in which

the bars represent the time of the activity. Below is an example of a Gantt chart for the
process in the example described above.

Gamtt Chart for Redpe: Preces - wikiFxample sop

Another time chart which is also sometimes called a Gantt chart®? shows the time
during which key resources, e.g. equipment, are occupied. The previous figures show
this occupancy-style Gantt chart.

Resources that are consumed on a rate basis, e.g. electrical power, steam or labor, are
generally displayed as consumption rate vs time plots.
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Algorithmic Methods

When scheduling situations become more complicated, for example when two or
more processes share resources, it may be difficult to find the best schedule. A
number of common scheduling problems, including variations on the example

|purmn) enesizd o iegn|
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described above, fall into a class of problems that become very difficult to solve as
their size (number of procedures and operations) grows.t2

A wide variety of algorithms and approaches have been applied to batch process
scheduling. Early methods, which were implemented in some MRP systems assumed
infinite capacity and depended only on the batch time. Such methods did not account
for any resources would produce infeasible schedules.i:

Mathematical programming methods involve formulating the scheduling problem as
an optimization problem where some objective, e.g. total duration, must be minimized
(or maximized) subject to a series of constraints which are generally stated as a set of
inequalities and equalities. The objective and constraints may involve zero-or-one
(integer) variables as well as nonlinear relationships. An appropriate solver is applied
for the resulting mixed-integer linear or nonlinear programming (MILP/MINLP)
problem. The approach is theoretically guaranteed to find an optimal solution if one
exists. The disadvantage is that the solver algorithm may take an unreasonable
amount of time. Practitioners may use problem-specific simplifications in the
formulation to get faster solutions without eliminating critical components of the
scheduling model.

Constraint programming is a similar approach except that the problem is formulated
only as a set of constraints and the goal is to arrive at a feasible solution rapidly.
Multiple solutions are possible with this method.tsis!

Track and trace

In distribution and logistics of many types of products, track and trace or tracking and
tracing, concerns a process of determining the current and past locations (and other
information) of a unique item or property.

This concept can be supported by means of reckoning and reporting of the position of
vehicles and containers with the property of concern, stored, for example, in a real-
time database. This approach leaves the task to compose a coherent depiction of the
subsequent status reports.

Another approach is to report the arrival or departure of the object and recording the
identification of the object, the location where observed, the time, and the status. This
approach leaves the task to verify the reports regarding consistency and completeness.
An example of this method might be the package tracking provided by shippers, such
as Deutsche Post, United Parcel Service, AirRoad, or FedEX.

Technology
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Some produce traceability makers use matrix barcodes to record data on specific
produce.

The international standards organization EPCqalobal under GS1 has ratified the EPC
network standards (esp. the EPC information services EPCIS standard) which codify
the syntax and semantics for supply chain events and the secure method for
selectively sharing supply chain events with trading partners. These standards for
Tracking and Tracing have been used in successful deployments in many industries
and there are now a wide range of products that are certified as being compatible with
these standards.

In response to a growing number of recall incidents (food, pharmaceutical, toys, etc.),
a wave of software, hardware, consulting and systems vendors have emerged over the
last few years to offer a range of traceability solutions and tools for industry. Radio-
frequency identification and barcodes are two common technology methods used to
deliver traceability.

RFID is synonymous with track-and-trace solutions, and has a critical role to play in
supply chains. RFID is a code-carrying technology, and can be used in place of a
barcode to enable non-line of sight-reading. Deployment of RFID was earlier
inhibited by cost limitations but the usage is now increasing.

Barcoding is a common and cost-effective method used to implement traceability at
both the item and case-level. Variable data in a barcode or a numeric or alphanumeric
code format can be applied to the packaging or label. The secure data can be used as a
pointer to traceability information and can also correlate with production data such as
time to market and product quality.i


https://en.wikipedia.org/wiki/RFID
https://en.wikipedia.org/wiki/EPCglobal
https://en.wikipedia.org/wiki/GS1
https://en.wikipedia.org/wiki/EPCIS
https://en.wikipedia.org/wiki/Traceability
https://en.wikipedia.org/wiki/RFID
https://en.wikipedia.org/wiki/RFID
https://en.wikipedia.org/wiki/Barcode
https://en.wikipedia.org/wiki/Track_and_trace#cite_note-1
https://en.wikipedia.org/wiki/File:RFID_Chip_004.JPG
https://en.wikipedia.org/wiki/File:Semacode-fr-wikipedia-org-wiki-pomme.png

33

Packaging converters have a choice of three different classes of technology to print
barcodes:

e Inkjet (dot on demand or continuous) systems are capable of printing high
resolution (300 dpi or higher for dot on demand) images at press speed (up to
1000fpm). These solutions can be deployed either on-press or off-line.

o Laser marking can be employed to ablate a coating or to cause a color change
in certain materials. The advantage of laser is fine detail and high speed for
character printing, and no consumables. Not all substrates accept a laser mark,
and certain colors (e.g. red) are not suitable for barcode reading.

o Thermal transfer and direct thermal. For lower speed off-press applications,
thermal transfer and direct thermal printers are ideal for printing variable data
on labels.

Consumers can access web sites to trace the origins of their purchased products or to
find the status of shipments. Consumers can type a code found on an item into a
search box at the tracing website and view information. This can also be done via a
smartphone taking a picture of a 2D barcode and thereby opening up a website that
verifies the product (i.e. product authentication).
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Enterprise resource planning (ERP) is business-management software—typically a
suite of integrated applications—that an organization can use to collect, store, manage
and interpret data from many business activities, including:

e product planning, cost

e manufacturing or service delivery
o marketing and sales

e inventory management

e shipping and payment
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ERP provides an integrated view of core business processes, often in real-time, using
common databases maintained by a database management system. ERP systems track
business resources—cash, raw materials, production capacity—and the status of
business commitments: orders, purchase orders, and payroll. The applications that
make up the system share data across various departments (manufacturing,
purchasing, sales, accounting, etc.) that provide the data.™! ERP facilitates information
flow between all business functions, and manages connections to outside
stakeholders.2

Enterprise system software is a multibillion-dollar industry that produces components
that support a variety of business functions. IT investments have become the largest
category of capital expenditure in United States-based businesses over the pastthic?
decade. Though early ERP systems focused on large enterprises, smaller enterprises
increasingly use ERP systems, Elineed quotation to erify

The ERP system is considered a vital organizational tool®wn? hecause it integrates
varied organizational systems and facilitates error-free transactions and production.
However, developing an ERP system differs from traditional system development.
ERP systems run on a variety of computer hardware and network configurations,
typically using a database as an information repository.t!

The Gartner Group first used the acronym ERP in the 1990s, lithird-pary source needed] \\/here jt
was seentxwren?] to extend the capabilities of material requirements planning (MRP),
and the later manufacturing resource planning (MRP 1), as well as computer-
integrated manufacturing.titatienreeded \Wjthout replacing these terms, ERP came to
represent a larger whole that reflected the evolution of application integration beyond
manufacturing.®

Not all ERP packages developed from a manufacturing core; ERP vendors variously
began assembling their packages with accounting, maintenance, and human-resource
components, kiaton needed] By the mid-1990s ERP systems addressed all core enterprise
functions. ktatonreeded] Goyernments and non—profit organizations also begant*? to use
ERP systems.2

EXxpansion

ERP systems experienced rapid growth in the 1990s. Because of the year 2000
problem and introduction of the euro disrupted legacy systems, many companies took
the opportunity to replace their old systems with ERP.14

ERP systems initially focused on automating back office functions that did not directly
affect customers and the public. Front office functions, such as customer relationship
management (CRM), dealt directly with customers, or e-business systems such as e-
commerce, e-government, e-telecom, and e-finance—or supplier relationship
management (SRM) became integrated later, when the Internet simplified
communicating with external parties, litation needed]

"ERP 11" was coined in 2000 in an article by Gartner Publications entitled ERP Is
Dead—Long Live ERP 1.2 It describes web—based software that provides real-time
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access to ERP systems to employees and partners (such as suppliers and customers).
The ERP Il role expands traditional ERP resource optimization and transaction
processing. Rather than just manage buying, selling, etc.—ERP Il leverages
information in the resources under its management to help the enterprise collaborate
with other enterprises.! ERP Il is more flexible than the first generation ERP. Rather
than confine ERP system capabilities within the organization, it goes beyond the
corporate walls to interact with other systems. Enterprise application suite is an
alternate name for such systems.

Developers now make more effort to integrate mobile devices with the ERP system.
ERP vendors are extending ERP to these devices, along with other business
applications. Technical stakes of modern ERP concern integration—hardware,
applications, networking, supply chains. ERP now covers more functions and roles—
including decision making, stakeholders' relationships, standardization, transparency,

globalization, etc.i

Characteristics

ERP (Enterprise Resource Planning) systems typically include the following
characteristics:

e Anintegrated system that operates in (or near) real time without relying on
periodic updatesteitation needed)

e A common database that supports all applications

« A consistent look and feel across modules

« Installation of the system with elaborate application/data integration by the
Information Technology (IT) department, provided the implementation is not
done in small stepst!

Functional areas of ERP

An ERP system covers the following common functional areas. In many ERP systems
these are called and grouped together as ERP modules:

« Financial accounting: General ledger, fixed asset, payables including
vouchering, matching and payment, receivables cash application and
collections, cash management, financial consolidation

« Management accounting: Budgeting, costing, cost management, activity based
costing

e Human resources: Recruiting, training, rostering, payroll, benefits, 401K,
diversity management, retirement, separation

e Manufacturing: Engineering, bill of materials, work orders, scheduling,
capacity, workflow management, quality control, manufacturing process,
manufacturing projects, manufacturing flow, product life cycle management

e Order Processing: Order to cash, order entry, credit checking, pricing,
available to promise, inventory, shipping, sales analysis and reporting, sales
commissioning.
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o Supply chain management: Supply chain planning, supplier scheduling,
product configurator, order to cash, purchasing, inventory, claim processing,
warehousing (receiving, putaway, picking and packing).

e Project management: Project planning, resource planning, project costing,
work breakdown structure, billing, time and expense, performance units,
activity management

o Customer relationship management: Sales and marketing, commissions,
service, customer contact, call center support — CRM systems are not always
considered part of ERP systems but rather Business Support systems (BSS).

« Data services : Various "self—service" interfaces for customers, suppliers
and/or employees

Best practices

Most ERP systems incorporate best practices. This means the software reflects the
vendor's interpretation of the most effective way to perform each business process.
Systems vary in how conveniently the customer can modify these practices.ts!
Companies that implemented industry best practices reduced time—consuming project
tasks such as configuration, documentation, testing, and training. In addition, best
practices reduced risk by 71% compared to other software implementations.i!

Use of best practices eases compliance with requirements such as IFRS, Sarbanes-
Oxley, or Basel 11. They can also help comply with de facto industry standards, such
as electronic funds transfer. This is because the procedure can be readily codified
within the ERP software, and replicated with confidence across multiple businesses
who share that business requirement, lcitation needed]

Connectivity to plant floor information

ERP systems connect to real-time data and transaction data in a variety of ways.
These systems are typically configured by systems integrators, who bring unique
knowledge on process, equipment, and vendor solutions.

Direct integration—ERP systems have connectivity (communications to plant floor
equipment) as part of their product offering. This requires that the vendors offer
specific support for the plant floor equipment their customers operate. ERP vendors
must be experts in their own products and connectivity to other vendor products,
including those of their competitors.

Database integration—ERP systems connect to plant floor data sources through
staging tables in a database. Plant floor systems deposit the necessary information into
the database. The ERP system reads the information in the table. The benefit of
staging is that ERP vendors do not need to master the complexities of equipment
integration. Connectivity becomes the responsibility of the systems integrator.

Enterprise appliance transaction modules (EATM)—These devices communicate
directly with plant floor equipment and with the ERP system via methods supported
by the ERP system. EATM can employ a staging table, web services, or system—
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specific program interfaces (APIs). An EATM offers the benefit of being an off-the—
shelf solution.

Custom-—integration solutions—Many system integrators offer custom solutions.
These systems tend to have the highest level of initial integration cost, and can have a
higher long term maintenance and reliability costs. Long term costs can be minimized
through careful system testing and thorough documentation. Custom-integrated
solutions typically run on workstation or server-class computers.

Implementation

ERP's scope usually implies significant changes to staff work processes and
practices.’® Generally, three types of services are available to help implement such
changes—consulting, customization, and support.t8 Implementation time depends on
business size, number of modules, customization, the scope of process changes, and
the readiness of the customer to take ownership for the project. Modular ERP systems
can be implemented in stages. The typical project for a large enterprise takes about 14
months and requires around 150 consultants.t? Small projects can require months;
multinational and other large implementations can take years, lcitionneeded Cyjstomization
can substantially increase implementation times.29!

Besides that, information processing influences various business functions e.g. some
large corporations like Wal-Mart use a just in time inventory system. This reduces
inventory storage and increases delivery efficiency, and requires up-to-date-data.
Before 2014, Walmart used a system called Inforem developed by IBM to manage
replenishment.22

Process preparation

Implementing ERP typically requires changes in existing business processes.’2! Poor
understanding of needed process changes prior to starting implementation is a main
reason for project failure.2 The difficulties could be related to the system, business
process, infrastructure, training, or lack of motivation.

It is therefore crucial that organizations thoroughly analyze business processes before
they implement ERP software. Analysis can identify opportunities for process
modernization. It also enables an assessment of the alignment of current processes
with those provided by the ERP system. Research indicates that risk of business
process mismatch is decreased by:

« Linking current processes to the organization's strategy
e Analyzing the effectiveness of each process
o Understanding existing automated solutions24

ERP implementation is considerably more difficult (and politically charged) in
decentralized organizations, because they often have different processes, business
rules, data semantics, authorization hierarchies, and decision centers.2 This may
require migrating some business units before others, delaying implementation to work
through the necessary changes for each unit, possibly reducing integration (e.g.,


https://en.wikipedia.org/wiki/Api
https://en.wikipedia.org/wiki/Workstation
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-tech-faq.com-18
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-tech-faq.com-18
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-carl.sandiego.edu-19
https://en.wikipedia.org/wiki/Wikipedia:Citation_needed
https://en.wikipedia.org/wiki/Mass_customization
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-carl.sandiego.edu-19
https://en.wikipedia.org/wiki/Wal-Mart
https://en.wikipedia.org/wiki/Just_in_time_(business)
https://en.wikipedia.org/wiki/IBM
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-20
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-21
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-22
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-23
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-24
https://en.wikipedia.org/wiki/Enterprise_resource_planning#cite_note-25

38

linking via Master data management) or customizing the system to meet specific
needs.2!

A potential disadvantage is that adopting "standard" processes can lead to a loss of
competitive advantage. While this has happened, losses in one area are often offset by
gains in other areas, increasing overall competitive advantage.20

Configuration

Configuring an ERP system is largely a matter of balancing the way the organization
wants the system to work with the way it was designed to work. ERP systems
typically include many settings that modify system operations. For example, an
organization can select the type of inventory accounting—FIFO or LIFO—to use;
whether to recognize revenue by geographical unit, product line, or distribution
channel; and whether to pay for shipping costs on customer returns.2s!

Two tier enterprise resource planning

Two-tier ERP software and hardware lets companies run the equivalent of two ERP
systems at once: one at the corporate level and one at the division or subsidiary level.
For example, a manufacturing companyt? uses an ERP system to manage across the
organization. This company uses independent global or regional distribution,
production or sales centers, and service providers to support the main company’s
customers. Each independent center or subsidiary may have its own business models,
workflows, and business processes.

Given the realities of globalization, enterprises continuously evaluate how to optimize
their regional, divisional, and product or manufacturing strategies to support strategic
goals and reduce time-to-market while increasing profitability and delivering value.’!
With two-tier ERP, the regional distribution, production, or sales centers and service
providers continue operating under their own business model—separate from the
main company, using their own ERP systems. Since these smaller companies'
processes and workflows are not tied to main company's processes and workflows,
they can respond to local business requirements in multiple locations.:?

Factors that affect enterprises' adoption of two-tier ERP systems include:

« Manufacturing globalization, the economics of sourcing in emerging
economies

« Potential for quicker, less costly ERP implementations at subsidiaries, based
on selecting software more suited to smaller companies

« Extra effort, (often involving the use of Enterprise application integration®) is
required where data must pass between two ERP systemsi3d Two-tier ERP
strategies give enterprises agility in responding to market demands and in
aligning IT systems at a corporate level while inevitably resulting in more
systems as compared to one ERP system used throughout the organization.:2

Customization
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ERP systems are theoretically based on industry best practices, and their makers
intend that organizations deploy them as is.24:% ERP vendors do offer customers
configuration options that let organizations incorporate their own business rules, but
often feature gaps remain even after configuration is complete.

ERP customers have several options to reconcile feature gaps, each with their own
pros/cons. Technical solutions include rewriting part of the delivered software,
writing a homegrown module to work within the ERP system, or interfacing to an
external system. These three options constitute varying degrees of system
customization—uwith the first being the most invasive and costly to maintain.=8
Alternatively, there are non-technical options such as changing business practices or
organizational policies to better match the delivered ERP feature set. Key differences
between customization and configuration include:

« Customization is always optional, whereas the software must always be
configured before use (e.g., setting up cost/profit center structures,
organizational trees, purchase approval rules, etc.).

e The software is designed to handle various configurations, and behaves
predictably in any allowed configuration.

o The effect of configuration changes on system behavior and performance is
predictable and is the responsibility of the ERP vendor. The effect of
customization is less predictable. It is the customer's responsibility, and
increases testing activities.

« Configuration changes survive upgrades to new software versions. Some
customizations (e.g., code that uses pre—defined "hooks" that are called
before/after displaying data screens) survive upgrades, though they require
retesting. Other customizations (e.g., those involving changes to fundamental
data structures) are overwritten during upgrades and must be re-
implemented.:1

Customization advantages include that it:

o Improves user acceptancet
« Offers the potential to obtain competitive advantage vis-a-vis companies using
only standard features

Customization disadvantages include that it:

e Increases time and resources required to implement and maintaint!

« Inhibits seamless communication between suppliers and customers who use
the same ERP system uncustomizeteitation needed]

« Can create over reliance on customization, undermining the principles of ERP
as a standardizing software platform

Extensions
ERP systems can be extended with third—party software.? ERP vendors typically

provide access to data and features through published interfaces. Extensions offer
features such as:[citation needed]
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e Reporting, and republishing

o Capturing transactional data, e.g., using scanners, tills or REID

o Access to specialized data and capabilities, such as syndicated marketing data
and associated trend analytics

o Advanced planning and scheduling (APS)

« Managing facilities, and transmission in real-time

Data migration

Data migration is the process of moving, copying, and restructuring data from an
existing system to the ERP system. Migration is critical to implementation success
and requires significant planning. Unfortunately, since migration is one of the final
activities before the production phase, it often receives insufficient attention. The
following steps can structure migration planning:®2

o Identify data to migrate

o Determine migration timing

o Generate data templates!ciarification needed)

o Freeze the toolset

o Decide on migration-related setujpgtcarification needed]
o Define data archiving policies and procedures

Comparison to special—purpose applications

Advantages

The fundamental advantage of ERP is that integrated myriad business processes saves
time and expense. Management can make decisions faster and with fewer errors. Data
becomes visible across the organization. Tasks that benefit from this integration

i ncl ude * [citation needed]

o Sales forecasting, which allows inventory optimization.

« Chronological history of every transaction through relevant data compilation
in every area of operation.

o Order tracking, from acceptance through fulfillment

e Revenue tracking, from invoice through cash receipt

e Matching purchase orders (what was ordered), inventory receipts (what
arrived), and costing (what the vendor invoiced)

ERP systems centralize business data, which:

o Eliminates the need to synchronize changes between multiple systems—
consolidation of finance, marketing, sales, human resource, and manufacturing
applications

« Brings legitimacy and transparency to each bit of statistical data

o Facilitates standard product naming/coding

« Provides a comprehensive enterprise view (no “islands of information™),
making real-time information available to management anywhere, any time to
make proper decisions
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o Protects sensitive data by consolidating multiple security systems into a single
structure

Benefits

ERP can improve quality and efficiency of the business. By keeping a company's
internal business processes running smoothly, ERP can lead to better outputs that may
benefit the company, such as in customer service and manufacturing.

o ERP supports upper level management by providing information for decision
making.

o ERP creates a more agile company that adapts better to change. ERP makes a
company more flexible and less rigidly structured so organization components
operate more cohesively, enhancing the business—internally and externally.®2

o ERP can improve data security. A common control system, such as the kind
offered by ERP systems, allows organizations the ability to more easily ensure
key company data is not compromised.[eitation needed]

o ERP provides increased opportunities for collaboration. Data takes many
forms in the modern enterprise. Documents, files, forms, audio and video,
emails. Often, each data medium has its own mechanism for allowing
collaboration. ERP provides a collaborative platform that lets employees
spend more time collaborating on content rather than mastering the learning
curve of communicating in various formats across distributed systems, titation

needed]

Disadvantages

Customization can be problematic. Compared to the best-of-breed approach, ERP can
be seen as meeting an organization’s lowest common denominator needs, forcing the
organization to find workarounds to meet unique demands.!

e Re-engineering business processes to fit the ERP system may damage
competitiveness or divert focus from other critical activities.

o ERP can cost more than less integrated or less comprehensive solutions.

« High ERP switching costs can increase the ERP vendor's negotiating power,
which can increase support, maintenance, and upgrade expenses.

« Overcoming resistance to sharing sensitive information between departments
can divert management attention.

o Integration of truly independent businesses can create unnecessary
dependencies.

o Extensive training requirements take resources from daily operations.

e Due to ERP's architecture (OLTP, On-Line Transaction Processing) ERP
systems are not well suited for production planning and supply chain
management (SCM).

e Harmonization of ERP systems can be a mammoth task (especially for big
companies) and requires a lot of time, planning, and money.4
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Recognized ERP limitations have sparked new trends in ERP application
development. Development is taking place in four significant areas: more flexible
ERP, Web-enabled ERP, inter-enterprise ERP, and e-business suites.

Process control
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Process control is an engineering discipline that deals with architectures,
mechanisms and algorithms for maintaining the output of a specific process within a
desired range. For instance, the temperature of a chemical reactor may be controlled
to maintain a consistent product output.

Process control is extensively used in industry and enables mass production of
consistent products from continuously operated processes such as oil refining, paper
manufacturing, chemicals, power plants and many others. Process control enables
automation, by which a small staff of operating personnel can operate a complex
process from a central control room.

Background
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General Example of Feedback loop

Process control may either use feedback or it may be open loop. Control may also be
continuous (automobile cruise control) or cause a sequence of discrete events, such as
a timer on a lawn sprinkler (on/off) or controls on an elevator (logical sequence).

A thermostat on a heater is an example of control that is on or off. A temperature
sensor turns the heat source on if the temperature falls below the set point and turns
the heat source off when the set point is reached. There is no measurement of the
difference between the set point and the measured temperature (e.g. no error
measurement) and no adjustment to the rate at which heat is added other than all or
none.

A familiar example of feedback control is cruise control on an automobile. Here speed
is the measured variable. The operator (driver) adjusts the desired speed set point
(e.g. 100 km/hr) and the controller monitors the speed sensor and compares the
measured speed to the set point. Any deviations, such as changes in grade, drag, wind
speed or even using a different grade of fuel (for example an ethanol blend) are
corrected by the controller making a compensating adjustment to the fuel valve open
position, which is the manipulated variable. The controller makes adjustments
having information only about the error (magnitude, rate of change or cumulative
error) although settings known as tuning are used to achieve stable control. The
operation of such controllers is the subject of control theory.

A commonly used control device called a programmable logic controller, or a PLC, is
used to read a set of digital and analog inputs, apply a set of logic statements, and
generate a set of analog and digital outputs.

For example, if an adjustable valve were used to hold level in a tank the logical
statements would compare the equivalent pressure at depth setpoint to the pressure
reading of a sensor below the normal low liquid level and determine whether more or
less valve opening was necessary to keep the level constant. A PLC output would then
calculate an incremental amount of change in the valve position. Larger more
complex systems can be controlled by a Distributed Control System (DCS) or
SCADA system.

Types of processes using process control

Processes can be characterized as one or more of the following forms:

o Discrete — Found in many manufacturing, motion and packaging applications.
Robotic assembly, such as that found in automotive production, can be
characterized as discrete process control. Most discrete manufacturing
involves the production of discrete pieces of product, such as metal stamping.
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« Batch — Some applications require that specific quantities of raw materials be
combined in specific ways for particular durations to produce an intermediate
or end result. One example is the production of adhesives and glues, which
normally require the mixing of raw materials in a heated vessel for a period of
time to form a quantity of end product. Other important examples are the
production of food, beverages and medicine. Batch processes are generally
used to produce a relatively low to intermediate quantity of product per year (a
few pounds to millions of pounds).

o Continuous — Often, a physical system is represented through variables that
are smooth and uninterrupted in time. The control of the water temperature in
a heating jacket, for example, is an example of continuous process control.
Some important continuous processes are the production of fuels, chemicals
and plastics. Continuous processes in manufacturing are used to produce very
large quantities of product per year (millions to billions of pounds).

SCADA

SCADA (supervisory control and data acquisition) is a system that operates with
coded signals over communication channels so as to provide control of remote
equipment (using typically one communication channel per remote station). The
control system may be combined with a data acquisition system by adding the use of
coded signals over communication channels to acquire information about the status of
the remote equipment for display or for recording functions.i It is a type of industrial
control system (ICS). Industrial control systems are computer-based systems that
monitor and control industrial processes that exist in the physical world. SCADA
systems historically distinguish themselves from other ICS systems by being large-
scale processes that can include multiple sites, and large distances.® These processes
include industrial, infrastructure, and facility-based processes, as described below:

o Industrial processes include those of manufacturing, production, power
generation, fabrication, and refining, and may run in continuous, batch,
repetitive, or discrete modes.

o Infrastructure processes may be public or private, and include water treatment
and distribution, wastewater collection and treatment, oil and gas pipelines,
electrical power transmission and distribution, wind farms, civil defense siren
systems, and large communication systems.

o Facility processes occur both in public facilities and private ones, including
buildings, airports, ships, and space stations. They monitor and control
heating, ventilation, and air conditioning systems (HVAC), access, and energy

consumption.

Common system components

A SCADA system usually consists of the following subsystems:

o Remote terminal units (RTUSs) connect to sensors in the process and convert
sensor signals to digital data. They have telemetry hardware capable of
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sending digital data to the supervisory system, as well as receiving digital
commands from the supervisory system. RTUs often have embedded control
capabilities such as ladder logic in order to accomplish boolean logic
operations.

e Programmable logic controller (PLCs) connect to sensors in the process and
convert sensor signals to digital data. PLCs have more sophisticated embedded
control capabilities (typically one or more IEC 61131-3 programming
languages) than RTUs. PLCs do not have telemetry hardware, although this
functionality is typically installed alongside them. PLCs are sometimes used in
place of RTUs as field devices because they are more economical, versatile,
flexible, and configurable.

o Atelemetry system is typically used to connect PLCs and RTUs with control
centers, data warehouses, and the enterprise. Examples of wired telemetry
media used in SCADA systems include leased telephone lines and WAN
circuits. Examples of wireless telemetry media used in SCADA systems
include satellite (VSAT), licensed and unlicensed radio, cellular and
microwave.

« A data acquisition server is a software service which uses industrial protocols
to connect software services, via telemetry, with field devices such as RTUs
and PLCs. It allows clients to access data from these field devices using
standard protocols.

e A human-—machine interface or HMI is the apparatus or device which presents
processed data to a human operator, and through this, the human operator
monitors and interacts with the process. The HMI is a client that requests data
from a data acquisition server.

e A Historian is a software service which accumulates time-stamped data,
boolean events, and boolean alarms in a database which can be queried or used
to populate graphic trends in the HMI. The historian is a client that requests
data from a data acquisition server.

e Asupervisory (computer) system, gathering (acquiring) data on the process
and sending commands (control) to the SCADA system.

« Communication infrastructure connecting the supervisory system to the
remote terminal units.

e Various processes and analytical instrumentation.

Systems concepts

The term SCADA (Supervisory Control and Data Acquisition) usually refers to
centralized systems which monitor and control entire sites, or complexes of systems
spread out over large areas (anything from an industrial plant to a nation). Most
control actions are performed automatically by RTUs or by PLCs. Host control
functions are usually restricted to basic overriding or supervisory level intervention.
For example, a PLC may control the flow of cooling water through part of an
industrial process, but the SCADA system may allow operators to change the set
points for the flow, and enable alarm conditions, such as loss of flow and high
temperature, to be displayed and recorded. The feedback control loop passes through
the RTU or PLC, while the SCADA system monitors the overall performance of the
loop.
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Data acquisition begins at the RTU or PLC level and includes meter readings and
equipment status reports that are communicated to SCADA as required. Data is then
compiled and formatted in such a way that a control room operator using the HMI can
make supervisory decisions to adjust or override normal RTU (PLC) controls. Data
may also be fed to a Historian, often built on a commodity Database Management
System, to allow trending and other analytical auditing.

SCADA systems typically implement a distributed database, commonly referred to as
a tag database, which contains data elements called tags or points. A point represents
a single input or output value monitored or controlled by the system. Points can be
either "hard" or "soft". A hard point represents an actual input or output within the
system, while a soft point results from logic and math operations applied to other
points. (Most implementations conceptually remove the distinction by making every
property a "soft" point expression, which may, in the simplest case, equal a single
hard point.) Points are normally stored as value-timestamp pairs: a value, and the
timestamp when it was recorded or calculated. A series of value-timestamp pairs
gives the history of that point. It is also common to store additional metadata with
tags, such as the path to a field device or PLC register, design time comments, and
alarm information.

SCADA systems are significantly important systems used in national infrastructures
such as electric grids, water supplies and pipelines. However, SCADA systems may
have security vulnerabilities, so the systems should be evaluated to identify risks and
solutions implemented to mitigate those risks.=

Human—machine interface
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A human-machine interface (HMI) is the input-output device through which the
human operator controls the process, and which presents process data to a human
operator.

HMI(Human Machine interface) is usually linked to the SCADA system's databases
and software programs, to provide trending, diagnostic data, and management
information such as scheduled maintenance procedures, logistic information, detailed
schematics for a particular sensor or machine, and expert-system troubleshooting
guides.

The HMI system usually presents the information to the operating personnel
graphically, in the form of a mimic diagram. This means that the operator can see a
schematic representation of the plant being controlled. For example, a picture of a
pump connected to a pipe can show the operator that the pump is running and how
much fluid it is pumping through the pipe at the moment. The operator can then
switch the pump off. The HMI software will show the flow rate of the fluid in the pipe
decrease in real time. Mimic diagrams may consist of line graphics and schematic
symbols to represent process elements, or may consist of digital photographs of the
process equipment overlain with animated symbols.
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The HMI package for the SCADA system typically includes a drawing program that
the operators or system maintenance personnel use to change the way these points are
represented in the interface. These representations can be as simple as an on-screen
traffic light, which represents the state of an actual traffic light in the field, or as
complex as a multi-projector display representing the position of all of the elevators in
a skyscraper or all of the trains on a railway.

An important part of most SCADA implementations is alarm handling. The system
monitors whether certain alarm conditions are satisfied, to determine when an alarm
event has occurred. Once an alarm event has been detected, one or more actions are
taken (such as the activation of one or more alarm indicators, and perhaps the
generation of email or text messages so that management or remote SCADA operators
are informed). In many cases, a SCADA operator may have to acknowledge the alarm
event; this may deactivate some alarm indicators, whereas other indicators remain
active until the alarm conditions are cleared. Alarm conditions can be explicit—for
example, an alarm point is a digital status point that has either the value NORMAL or
ALARM that is calculated by a formula based on the values in other analogue and
digital points—or implicit: the SCADA system might automatically monitor whether
the value in an analogue point lies outside high and low- limit values associated with
that point. Examples of alarm indicators include a siren, a pop-up box on a screen, or
a coloured or flashing area on a screen (that might act in a similar way to the "fuel
tank empty" light in a car); in each case, the role of the alarm indicator is to draw the
operator's attention to the part of the system 'in alarm' so that appropriate action can
be taken. In designing SCADA systems, care must be taken when a cascade of alarm
events occurs in a short time, otherwise the underlying cause (which might not be the
earliest event detected) may get lost in the noise. Unfortunately, when used as a noun,
the word 'alarm' is used rather loosely in the industry; thus, depending on context it
might mean an alarm point, an alarm indicator, or an alarm event.

Hardware solutions

SCADA solutions often have Distributed Control System (DCS) components. Use of
"smart" RTUs or PLCs, which are capable of autonomously executing simple logic
processes without involving the master computer, is increasing. A standardized
control programming language, IEC 61131-3 (a suite of 5 programming languages
including Function Block, Ladder, Structured Text, Sequence Function Charts and
Instruction List), is frequently used to create programs which run on these RTUs and
PLCs. Unlike a procedural language such as the C programming language or
FORTRAN, IEC 61131-3 has minimal training requirements by virtue of resembling
historic physical control arrays. This allows SCADA system engineers to perform
both the design and implementation of a program to be executed on an RTU or PLC.
A Programmable Automation Controller (PAC) is a compact controller that combines
the features and capabilities of a PC-based control system with that of a typical PLC.
PACs are deployed in SCADA systems to provide RTU and PLC functions. In many
electrical substation SCADA applications, "distributed RTUs" use information
processors or station computers to communicate with digital protective relays, PACs,
and other devices for 1/0, and communicate with the SCADA master in lieu of a
traditional RTU.
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Since about 1998, virtually all major PLC manufacturers have offered integrated
HMI/SCADA systems, many of them using open and non-proprietary
communications protocols. Numerous specialized third-party HMI/SCADA packages,
offering built-in compatibility with most major PLCs, have also entered the market,
allowing mechanical engineers, electrical engineers and technicians to configure
HMIs themselves, without the need for a custom-made program written by a software
programmer. The Remote Terminal Unit (RTU) connects to physical equipment.
Typically, an RTU converts the electrical signals from the equipment to digital values
such as the open/closed status from a switch or a valve, or measurements such as
pressure, flow, voltage or current. By converting and sending these electrical signals
out to equipment the RTU can control equipment, such as opening or closing a switch
or a valve, or setting the speed of a pump.

Supervisory station

The term supervisory station refers to the servers and software responsible for
communicating with the field equipment (RTUs, PLCs, SENSORS etc.), and then to
the HMI software running on workstations in the control room, or elsewhere. In
smaller SCADA systems, the master station may be composed of a single PC. In
larger SCADA systems, the master station may include multiple servers, distributed
software applications, and disaster recovery sites. To increase the integrity of the
system the multiple servers will often be configured in a dual-redundant or hot-
standby formation providing continuous control and monitoring in the event of a
server malfunction or breakdown.

Operational philosophy

For some installations, the costs that would result from the control system failing are
extremely high. Hardware for some SCADA systems is ruggedized to withstand
temperature, vibration, and voltage extremes. In the most critical installations,
reliability is enhanced by having redundant hardware and communications channels,
up to the point of having multiple fully equipped control centres. A failing part can be
quickly identified and its functionality automatically taken over by backup hardware.
A failed part can often be replaced without interrupting the process. The reliability of
such systems can be calculated statistically and is stated as the mean time to failure,
which is a variant of Mean Time Between Failures (MTBF). The calculated mean
time to failure of such high reliability systems can be on the order of centuries.

Communication infrastructure and methods

SCADA systems have traditionally used combinations of radio and direct wired
connections, although SONET/SDH is also frequently used for large systems such as
railways and power stations. The remote management or monitoring function of a
SCADA system is often referred to as telemetry. Some users want SCADA data to
travel over their pre-established corporate networks or to share the network with other
applications. The legacy of the early low-bandwidth protocols remains, though.

SCADA protocols are designed to be very compact. Many are designed to send
information only when the master station polls the RTU. Typical legacy SCADA
protocols include Modbus RTU, RP-570, Profibus and Conitel. These communication
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protocols are all SCADA-vendor specific but are widely adopted and used. Standard
protocols are IEC 60870-5-101 or 104, IEC 61850 and DNP3. These communication
protocols are standardized and recognized by all major SCADA vendors. Many of
these protocols now contain extensions to operate over TCP/IP. Although the use of
conventional networking specifications, such as TCP/IP, blurs the line between
traditional and industrial networking, they each fulfill fundamentally differing
requirements.

With increasing security demands (such as North American Electric Reliability
Corporation (NERC) and Critical Infrastructure Protection (CIP) in the US), there is
increasing use of satellite-based communication. This has the key advantages that the
infrastructure can be self-contained (not using circuits from the public telephone
system), can have built-in encryption, and can be engineered to the availability and
reliability required by the SCADA system operator. Earlier experiences using
consumer-grade VSAT were poor. Modern carrier-class systems provide the quality
of service required for SCADA.B

RTUs and other automatic controller devices were developed before the advent of
industry wide standards for interoperability. The result is that developers and their
management created a multitude of control protocols. Among the larger vendors,
there was also the incentive to create their own protocol to "lock in™ their customer
base. A list of automation protocols is compiled here.

Recently, OLE for process control (OPC) has become a widely accepted solution for
intercommunicating different hardware and software, allowing communication even
between devices originally not intended to be part of an industrial network.

SCADA architectures

The United States Army's Training Manual 5-601 covers "SCADA Systems for
CA4ISR Facilities".

SCADA systems have evolved through four generations as follows:Ei7eie
First generation: ""Monolithic"

Early SCADA system computing was done by large minicomputers. Common
network services did not exist at the time SCADA was developed. Thus SCADA
systems were independent systems with no connectivity to other systems. The
communication protocols used were strictly proprietary at that time. The first-
generation SCADA system redundancy was achieved using a back-up mainframe
system connected to all the Remote Terminal Unit sites and was used in the event of
failure of the primary mainframe system. Some first generation SCADA systems were
developed as "turn key" operations that ran on minicomputers such as the PDP-11
series made by the Digital Equipment Corporation.

Second generation: ""Distributed™
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SCADA information and command processing was distributed across multiple
stations which were connected through a LAN. Information was shared in near real
time. Each station was responsible for a particular task thus making the size and cost
of each station less than the one used in First Generation. The network protocols used
were still not standardized. Since the protocols were proprietary, very few people
beyond the developers knew enough to determine how secure a SCADA installation
was. Security of the SCADA installation was usually overlooked.*

Third generation: ""Networked""

Similar to a distributed architecture, any complex SCADA can be reduced to simplest
components and connected through communication protocols. In the case of a
networked design, the system may be spread across more than one LAN network
called a process control network (PCN) and separated geographically. Several
distributed architecture SCADAS running in parallel, with a single supervisor and
historian, could be considered a network architecture. This allows for a more cost
effective solution in very large scale systems.

Fourth generation: ""Internet of Things"

With the commercial availability of cloud computing, SCADA systems have
increasingly adopted Internet of Things technology to significantly reduce
infrastructure costs and increase ease of maintenance and integration. As a result,
SCADA systems can now report state in near real-time and use the horizontal scale
available in cloud environments to implement more complex control algorithms than
are practically feasible to implement on traditional programmable logic controllers.ia
Further, the use of open network protocols such as TLS inherent in the Internet of
Things technology, provides a more readily comprehensible and manageable security
boundary than the heterogeneous mix of proprietary network protocols typical of
many decentralized SCADA implementations. One such example of this technology
IS an innovative approach to rainwater harvesting through the implementation of real
time controls (RTC).

This decentralization of data also requires a different approach to SCADA than
traditional PLC based programs. When a SCADA system is used locally, the preferred
methodology involves binding the graphics on the user interface to the data stored in
specific PLC memory addresses. However, when the data comes from a disparate mix
of sensors, controllers and databases (which may be local or at varied connected
locations), the typical 1 to 1 mapping becomes problematic. A solution to this is Data
Modeling, a concept derived from object oriented programming.id

In a Data Model, a virtual representation of each device is constructed in the SCADA
software. These virtual representations (“Models”) can contain not just the address
mapping of the device represented, but also any other pertinent information (web
based info, database entries, media files, etc.) that may be used by other facets of the
SCADA/IoT implementation. As the increased complexity of the Internet of Things
renders traditional SCADA increasingly “house-bound,” and as communication
protocols evolve to favor platform-independent, service-oriented architecture (such as
OPC UA), it is likely that more SCADA software developers will implement some
form of data modeling.
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SCADA Vendors
Some examples of SCADA vendors
e Siemens
e Honeywell
e Tecnomatix (USDATA)
« ABB

e Tibbo Systems (AggreGate SCADA/HMI)

o Schneider Electric (Wonderware, Televent Citect)
e Survalent Technology Company (STC)

e Rockwell Automation

e Open Systems International

e Micro-Comm (SCADAVIEW CSX)

o Emerson Process Management

e Endress & Hauser

e Relab Software

e HAWK SCADA (www.HawkRemote.com)

Security issues

SCADA systems that tie together decentralized facilities such as power, oil, and gas
pipelines and water distribution and wastewater collection systems were designed to
be open, robust, and easily operated and repaired, but not necessarily secure.id The
move from proprietary technologies to more standardized and open solutions together
with the increased number of connections between SCADA systems, office networks,
and the Internet has made them more vulnerable to types of network attacks that are
relatively common in computer security. For example, United States Computer
Emergency Readiness Team (US-CERT) released a vulnerability advisory®¥ that
allowed unauthenticated users to download sensitive configuration information
including password hashes on an Inductive Automation Ignition system utilizing a
standard attack type leveraging access to the Tomcat Embedded Web server. Security
researcher Jerry Brown submitted a similar advisory regarding a buffer overflow
vulnerability® in a Wonderware InBatchClient ActiveX control. Both vendors made
updates available prior to public vulnerability release. Mitigation recommendations
were standard patching practices and requiring VPN access for secure connectivity.
Consequently, the security of some SCADA-based systems has come into question as
they are seen as potentially vulnerable to cyber attacks. sl

In particular, security researchers are concerned about:

o the lack of concern about security and authentication in the design,
deployment and operation of some existing SCADA networks

o the belief that SCADA systems have the benefit of security through obscurity
through the use of specialized protocols and proprietary interfaces

o the belief that SCADA networks are secure because they are physically
secured

o the belief that SCADA networks are secure because they are disconnected
from the Internet.
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SCADA systems are used to control and monitor physical processes, examples of
which are transmission of electricity, transportation of gas and oil in pipelines, water
distribution, traffic lights, and other systems used as the basis of modern society. The
security of these SCADA systems is important because compromise or destruction of
these systems would impact multiple areas of society far removed from the original
compromise. For example, a blackout caused by a compromised electrical SCADA
system would cause financial losses to all the customers that received electricity from
that source. How security will affect legacy SCADA and new deployments remains to
be seen.

There are many threat vectors to a modern SCADA system. One is the threat of
unauthorized access to the control software, whether it be human access or changes
induced intentionally or accidentally by virus infections and other software threats
residing on the control host machine. Another is the threat of packet access to the
network segments hosting SCADA devices. In many cases, the control protocol lacks
any form of cryptographic security, allowing an attacker to control a SCADA device
by sending commands over a network. In many cases SCADA users have assumed
that having a VPN offered sufficient protection, unaware that security can be trivially
bypassed with physical access to SCADA-related network jacks and switches.
Industrial control vendors suggest approaching SCADA security like Information
Security with a defense in depth strategy that leverages common IT practices.t8

The reliable function of SCADA systems in our modern infrastructure may be crucial
to public health and safety. As such, attacks on these systems may directly or
indirectly threaten public health and safety. Such an attack has already occurred,
carried out on Maroochy Shire Council's sewage control system in Queensland,
Australia.n® Shortly after a contractor installed a SCADA system in January 2000,
system components began to function erratically. Pumps did not run when needed and
alarms were not reported. More critically, sewage flooded a nearby park and
contaminated an open surface-water drainage ditch and flowed 500 meters to a tidal
canal. The SCADA system was directing sewage valves to open when the design
protocol should have kept them closed. Initially this was believed to be a system bug.
Monitoring of the system logs revealed the malfunctions were the result of cyber
attacks. Investigators reported 46 separate instances of malicious outside interference
before the culprit was identified. The attacks were made by a disgruntled ex-employee
of the company that had installed the SCADA system. The ex-employee was hoping
to be hired by the utility full-time to maintain the system.

In April 2008, the Commission to Assess the Threat to the United States from
Electromagnetic Pulse (EMP) Attack issued a Critical Infrastructures Report which
discussed the extreme vulnerability of SCADA systems to an electromagnetic pulse
(EMP) event. After testing and analysis, the Commission concluded: "SCADA
systems are vulnerable to EMP insult. The large numbers and widespread reliance on
such systems by all of the Nation’s critical infrastructures represent a systemic threat
to their continued operation following an EMP event. Additionally, the necessity to
reboot, repair, or replace large numbers of geographically widely dispersed systems
will considerably impede the Nation’s recovery from such an assault."2

Many vendors of SCADA and control products have begun to address the risks posed
by unauthorized access by developing lines of specialized industrial firewall and VPN
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solutions for TCP/IP-based SCADA networks as well as external SCADA monitoring
and recording equipment. The International Society of Automation (ISA) started
formalizing SCADA security requirements in 2007 with a working group, WG4.
WG4 "deals specifically with unique technical requirements, measurements, and other
features required to evaluate and assure security resilience and performance of
industrial automation and control systems devices".[2

The increased interest in SCADA vulnerabilities has resulted in vulnerability
researchers discovering vulnerabilities in commercial SCADA software and more
general offensive SCADA techniques presented to the general security community.22
In electric and gas utility SCADA systems, the vulnerability of the large installed base
of wired and wireless serial communications links is addressed in some cases by
applying bump-in-the-wire devices that employ authentication and Advanced
Encryption Standard encryption rather than replacing all existing nodes.’2!

In June 2010, anti-virus security company VirusBlokAda reported the first detection
of malware that attacks SCADA systems (Siemens' WinCC/PCS 7 systems) running
on Windows operating systems. The malware is called Stuxnet and uses four zero-day
attacks to install a rootkit which in turn logs into the SCADA's database and steals
design and control files.24 The malware is also capable of changing the control
system and hiding those changes. The malware was found on 14 systems, the majority
of which were located in Iran.2

In October 2013 National Geographic released a docudrama titled, "American
Blackout" which dealt with a large-scale cyber attack on SCADA and the United
States' electrical grid.

SCADA In the workplace

SCADA can be a great tool while working in an environment where operational
duties need to be monitored through electronic communication instead of locally. For
example, an operator can position a valve to open or close through SCADA without
leaving the control station or the computer. The SCADA system also can switch a
pump or motor on or off and has the capability of putting motors on a Hand operating
status, Off, or Automatic. Hand refers to operating the equipment locally, while
Automatic has the equipment operate according to set points the operator provides on
a computer that can communicate with the equipment through SCADA.

Manufacturing Enterprise Solutions
Association

Manufacturing Enterprise Solutions Association International (MESA, aka
MESA International) ® is a global, nonprofit community of manufacturing
companies, information technology hardware and software suppliers, system
integrators, consulting service providers, analysts, editors, academics and students.
The shared goal of MESA members is to improve business results and production
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operations through optimized application and implementation of information
technology and best management practices.

MESA member companies and individuals span the full range of manufacturing from
discrete to batch to mixed model to process. The association's efforts are focused on
helping the manufacturing community to use information technology to provide real-
time visibility into the production process.

MESA provides a variety of programs and events that work together to help
manufacturers and producers to:

o Better understand what is possible in terms of information technology to
improve profitability, business value, agility, and customer satisfaction

o Engage "best practices” to see what other manufacturers have done to achieve
measurable success

e Approach investment decisions in technology with more information and
confidence

e Learn to improve the deployment of new technology

MESA was initially founded, in 1992, to promote Manufacturing Execution Systems,
its acronym and reach was later broadened to include Operations and Maintenance
(O&M) and the integration of those systems with plant floor devices and control
systems, as well as enterprise systems. In 2012, MESA merged with WBF (World
Batch Forum), the standards organization responsible for B2ZMML and BatchML.

Activities
MESA members participate in and contribute to a number of activities:

e Education

e Webcasts

« Creation of relevant content for manufacturing/enterprise integration topics
(example: MESA model for manufacturing) — also link papers for MESA.
Content is peer reviewed, non commercial. As an example, the following
figure represents the latest version of the MESA Model (originally developed
in 2008):

Process development execution system

Process development execution systems (PDES) are software systems used to guide
the development of high-tech manufacturing technologies like semiconductor
manufacturing, MEMS manufacturing, photovoltaics manufacturing, biomedical
devices or nanoparticle manufacturing. Software systems of this kind have similarities
to product lifecycle management (PLM) systems. They guide the development of new
or improved technologies from its conception, through development and into
manufacturing. Furthermore they borrow on concepts of manufacturing execution
systems (MES) systems but tailor them for R&D rather than for production. PDES
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integrate people (with different backgrounds from potentially different legal entities),
data (from diverse sources), information, knowledge and business processes.

Benefits
Phases of process development

10( {
_ Ideato Parametric Yieldramp up
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Documented benefits of process development execution systems include:

Reduced time to market

Reduced amounts of experimentation

Improved quality / more robust manufacturing process

Reduced prototyping costs

Savings through the re-use of original data, information and knowledge
A framework for product optimization

Reduced waste

Savings through the complete integration of engineering workflows
Ability to provide collaboration partners with access to a centralized
development record

Relationships with other level 3/ level 4 systems

A process development execution system (PDES) is a system used by companies to
perform development activities for high-tech manufacturing processes. Software
systems of this kind leverage diverse concepts from other software categories like
PLM, manufacturing execution system (MES), ECM but focus on tools to speed up
the technology development rather than the production.

A PDES is similar to a manufacturing execution systems (MES) in several ways. The
key distinguishing factor of a PDES is that it is tailored for steering the development
of a manufacturing process, while MES is tailored for executing the volume
production using the developed process. Therefore, the toolset and focus of a PDES is
on lower volume but higher flexibility and experimentation freedom. The tools of an
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MES are more focused on less variance, higher volumes, tighter control and logistics.
Both types of application software increase traceability, productivity, and quality of
the delivered result. For PDESs quality refers to the capability of the process to
perform without failure under a wide range of conditions, i.e. the robustness of the
developed manufacturing process. For MESs quality refers to the quality of the
manufactured good/commaodity. Additionally both software types share functions
including equipment tracking, product genealogy, labour and item tracking, costing,
electronic signature capture, defect and resolution monitoring, executive dashboards,
and other various reporting solutions.

In contrast to PLM systems, PDES typically address the collaboration and innovation
challenges with a bottom-up approach. They start-out with the details of
manufacturing technologies (like PPLM), a single manufacturing step with all its
physical aware parameterization and integrating steps into sequences, into devices,
into systems, etc.

Other rather similar software categories are laboratory information management
systems (LIMS) and laboratory information system (LIS). PDESs offer a wider set of
functionalities e.g. virtual manufacturing techniques, while they are typically not
integrated with the equipment in the laboratory.

PDESs have many parts and can be deployed on various scales — from simple Work in
Progress tracking, to a complex solution integrated throughout an enterprise
development infrastructure. The latter connects with other enterprise systems like
enterprise resource and planning systems (ERPs), manufacturing execution systems
(MESs), product lifecycle management (PLM), supervisory, control and data
acquisition (SCADA) solutions and scheduling and planning systems (both long-term
and short-term tactical).

Example: PDES usage during semiconductor device
development

New ideas for manufacturing processes (for new goods/commodities or improved
manufacturing) are often based on, or can at least benefit from, previous
developments and recipes already in use. The same is true when developing new
devices, for example, a MEMS sensor or actuator. A PDES offers an easy way to
access these previous developments in a structured manner. Information can be
retrieved faster, and previous results can be taken into account more efficiently. A
PDES typically offers means to display and search for result data from different
viewpoints, and to categorise the data according different aspects. These
functionalities are applied to all result data, such as materials, process steps,
machines, experiments, documents and pictures. The PDES also provides a way to
relate entities belonging to the same or similar context and to explore the resulting
information.

In the assembly phase from process steps to process flows, a PDES helps to easily
build, store, print, and transfer new process flows. By providing access to previously
assembled process flows the designer is able to use those as building blocks or
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modules in the newly developed flow. The usage of standard building blocks can
dramatically reduce the design time and the probability of errors.

A PDES demonstrates its real benefits in the verification phase. Knowledge (for
example in the semiconductor device fabrication — clean before deposition; After
polymer spin-on no temperature higher than 100 °C until resist is removed) is
provided in a format that can be interpreted by a computer as rules. If a domain expert
enters the rules for his/her process steps, all engineers can later use these rules to
check newly developed process flows, even if the domain expert is not available. For
a PDES, this means it has to be able to

1. manage rules

2. connect rules with Boolean terms (and, or, not) and

3. check process flows using these rules. This rule check verifies the principle
manufacturability of a newly designed manufacturing flow.

The processing rule check gives no indication about the functionality or even the
structure of the produced good or device. In the area of semiconductor device
fabrication, the techniques of semiconductor process simulation / TCAD can provide
an idea about the produced structures. To support this *virtual fabrication’, a PDES is
able to manage simulation models for process steps. Usually the simulation results are
seen as standalone data. To rectify this situation PDESs are able to manage the
resulting files in combination with the process flow. This enables the engineer to
easily compare the expected results with the simulated outcome. The knowledge
gained from the comparison can again be used to improve the simulation model.

After virtual verification the device is produced in an experimental fabrication
environment. A PDES allows a transfer of the process flow to the fabrication
environment (for example in semiconductor: FAB). This can be done by simply
printing out a runcard for the operator or by interfacing to the Manufacturing
Execution Systems (MES) of the facility. On the other hand a PDES is able to manage
and document last minute changes to the flow like parameter adjustments during the
fabrication. During and after processing a lot of measurements are taken. The results
of these measurements are often produced in the form of files such as images or
simple text files containing rows and columns of data. The PDES is able to manage
these files, to link related results together, and to manage different versions of certain
files, for example reports. Paired with flexible text, and graphical retrieval and search
methods, a PDES provides the mechanism to view and assess the accumulated data,
information and knowledge from different perspectives. It provides insight into both
the information aspects as well as the time aspects of previous developments.

Development activities within high tech industries are an increasingly collaborative
effort. This leads to the need to exchange information between the partners or to
transfer process intellectual property from a vendor to a customer. PDESS' support
this transfer while being selective to protect the IPR of the company.
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Open Platform Communications (OPC) is a series of standards and specifications for
industrial telecommunication. An industrial automation industry task force developed the
original standard in 1996 under the name OLE for Process Control (Object Linking and
Embedding for Process Control). OPC specifies the communication of real-time plant data
between control devices from different manufacturers.

After the initial release in 1996, the OPC Foundation was created to maintain the
standard.[1] As OPC has been adopted beyond the field of process control, the OPC
Foundation changed the name to Open Platform Communications in 2011.[2] The change in
name reflects the applications of OPC technology for applications in building automation,
discrete manufacturing, process control and many others. OPC has also grown beyond its
original OLE (Object Linking and Embedding) implementation to include other data
transportation technologies including Microsoft's .NET Framework, XML, and even the OPC
Foundation's binary-encoded TCP format.

The OPC Specification was based on the OLE, COM, and DCOM technologies developed by
Microsoft for the Microsoft Windows operating system family. The specification defined a
standard set of objects, interfaces and methods for use in process control and
manufacturing automation applications to facilitate interoperability. The most common OPC
specification is OPC Data Access, which is used to read and write real-time data. When
vendors refer to OPC generically, they typically mean OPC Data Access (OPC DA). OPC DA
itself has gone through three major revisions since its inception. Versions are backwards
compatible, in that a version 3 OPC Server can still be accessed by a version 1 OPC Client,
since the specifications add functionality, but still require the older version to be
implemented as well. However, a Client could be written that does not support the older
functions since everything can be done using the newer ones, so a DA-3-compatible Client
will not necessarily work with a DA 1.0 Server.
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Programmable logic controller

Siemens Simatic S7-400 system in a rack, left-to-right: power supply unit (PS), CPU,
interface module (IM) and communication processor (CP).

A programmable logic controller, PLC, or programmable controller is a digital
computer used for automation of typically industrial electromechanical processes,
such as control of machinery on factory assembly lines, amusement rides, or light
fixtures. PLCs are used in many machines, in many industries. PLCs are designed for
multiple arrangements of digital and analog inputs and outputs, extended temperature
ranges, immunity to electrical noise, and resistance to vibration and impact. Programs
to control machine operation are typically stored in battery-backed-up or non-volatile
memory. A PLC is an example of a "hard" real-time system since output results must
be produced in response to input conditions within a limited time, otherwise
unintended operation will result.

Before the PLC, control, sequencing, and safety interlock logic for manufacturing
automobiles was mainly composed of relays, cam timers, drum sequencers, and
dedicated closed-loop controllers. Since these could number in the hundreds or even
thousands, the process for updating such facilities for the yearly model change-over
was very time consuming and expensive, as electricians needed to individually rewire
the relays to change their operational characteristics.

Digital computers, being general-purpose programmable devices, were soon applied
to control of industrial processes. Early computers required specialist programmers,
and stringent operating environmental control for temperature, cleanliness, and power
quality. Using a general-purpose computer for process control required protecting the
computer from the plant floor conditions. An industrial control computer would have
several attributes: it would tolerate the shop-floor environment, it would support
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discrete (bit-form) input and output in an easily extensible manner, it would not
require years of training to use, and it would permit its operation to be monitored. The
response time of any computer system must be fast enough to be useful for control;
the required speed varying according to the nature of the process.l2 Since many
industrial processes have timescales easily addressed by millisecond response times,
modern (fast, small, reliable) electronics greatly facilitate building reliable controllers,
especially because performance can be traded off for reliability.

In 1968 GM Hydra-Matic (the automatic transmission division of General Motors)
issued a request for proposals for an electronic replacement for hard-wired relay
systems based on a white paper written by engineer Edward R. Clark. The winning
proposal came from Bedford Associates of Bedford, Massachusetts. The first PLC,
designated the 084 because it was Bedford Associates' eighty-fourth project, was the
result.2 Bedford Associates started a new company dedicated to developing,
manufacturing, selling, and servicing this new product: Modicon, which stood for
MOdular DIgital CONtroller. One of the people who worked on that project was
Dick Morley, who is considered to be the "father” of the PLC.2 The Modicon brand
was sold in 1977 to Gould Electronics, later acquired by German Company AEG, and
then by French Schneider Electric, the current owner.

One of the very first 084 models built is now on display at Modicon's headquarters in
North Andover, Massachusetts. It was presented to Modicon by GM, when the unit
was retired after nearly twenty years of uninterrupted service. Modicon used the 84
moniker at the end of its product range until the 984 made its appearance.

The automotive industry is still one of the largest users of PLCs.

Development

Early PLCs were designed to replace relay logic systems. These PLCs were
programmed in "ladder logic", which strongly resembles a schematic diagram of relay
logic. This program notation was chosen to reduce training demands for the existing
technicians. Other early PLCs used a form of instruction list programming, based on a
stack-based logic solver.

Modern PLCs can be programmed in a variety of ways, from the relay-derived ladder
logic to programming languages such as specially adapted dialects of BASIC and C.
Another method is state logic, a very high-level programming language designed to
program PLCs based on state transition diagrams.

Many early PLCs did not have accompanying programming terminals that were
capable of graphical representation of the logic, and so the logic was instead
represented as a series of logic expressions in some version of Boolean format, similar
to Boolean algebra. As programming terminals evolved, it became more common for
ladder logic to be used, for the aforementioned reasons and because it was a familiar
format used for electromechanical control panels. Newer formats such as state logic
and Function Block (which is similar to the way logic is depicted when using digital
integrated logic circuits) exist, but they are still not as popular as ladder logic. A
primary reason for this is that PLCs solve the logic in a predictable and repeating
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sequence, and ladder logic allows the programmer (the person writing the logic) to see
any issues with the timing of the logic sequence more easily than would be possible in
other formats.

Programming

Early PLCs, up to the mid-1990s, were programmed using proprietary programming
panels or special-purpose programming terminals, which often had dedicated function
keys representing the various logical elements of PLC programs.i2 Some proprietary
programming terminals displayed the elements of PLC programs as graphic symbols,
but plain ASCII character representations of contacts, coils, and wires were common.
Programs were stored on cassette tape cartridges. Facilities for printing and
documentation were minimal due to lack of memory capacity. The oldest PLCs used
non-volatile magnetic core memory.

More recently, PLCs are programmed using application software on personal
computers, which now represent the logic in graphic form instead of character
symbols. The computer is connected to the PLC through Ethernet, RS-232, RS-485,
or RS-422 cabling. The programming software allows entry and editing of the ladder-
style logic. Generally the software provides functions for debugging and
troubleshooting the PLC software, for example, by highlighting portions of the logic
to show current status during operation or via simulation. The software will upload
and download the PLC program, for backup and restoration purposes. In some models
of programmable controller, the program is transferred from a personal computer to
the PLC through a programming board which writes the program into a removable
chip such as an EPROM

Functionality

The functionality of the PLC has evolved over the years to include sequential relay
control, motion control, process control, distributed control systems, and networking.
The data handling, storage, processing power, and communication capabilities of
some modern PLCs are approximately equivalent to desktop computers. PLC-like
programming combined with remote 1/0O hardware, allow a general-purpose desktop
computer to overlap some PLCs in certain applications. Desktop computer controllers
have not been generally accepted in heavy industry because the desktop computers
run on less stable operating systems than do PLCs, and because the desktop computer
hardware is typically not designed to the same levels of tolerance to temperature,
humidity, vibration, and longevity as the processors used in PLCs. Operating systems
such as Windows do not lend themselves to deterministic logic execution, with the
result that the controller may not always respond to changes of input status with the
consistency in timing expected from PLCs. Desktop logic applications find use in less
critical situations, such as laboratory automation and use in small facilities where the
application is less demanding and critical, because they are generally much less
expensive than PLCs, [itation needed]

Programmable logic relay (PLR)
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In more recent years, small products called PLRs (programmable logic relays), and
also by similar names, have become more common and accepted. These are much like
PLCs, and are used in light industry where only a few points of 1/O (i.e. a few signals
coming in from the real world and a few going out) are needed, and low cost is
desired. These small devices are typically made in a common physical size and shape
by several manufacturers, and branded by the makers of larger PLCs to fill out their
low end product range. Popular names include PICO Controller, NANO PLC, and
other names implying very small controllers. Most of these have 8 to 12 discrete
inputs, 4 to 8 discrete outputs, and up to 2 analog inputs. Size is usually about 4"
wide, 3" high, and 3" deep. Most such devices include a tiny postage-stamp-sized
LCD screen for viewing simplified ladder logic (only a very small portion of the
program being visible at a given time) and status of 1/O points, and typically these
screens are accompanied by a 4-way rocker push-button plus four more separate push-
buttons, similar to the key buttons on a VCR remote control, and used to navigate and
edit the logic. Most have a small plug for connecting via RS-232 or RS-485 to a
personal computer so that programmers can use simple Windows applications for
programming instead of being forced to use the tiny LCD and push-button set for this
purpose. Unlike regular PLCs that are usually modular and greatly expandable, the
PLRs are usually not modular or expandable, but their price can be two orders of
magnitude less than a PLC, and they still offer robust design and deterministic
execution of the logics.

PLC topics

The main difference from other computers is that PLCs are armored for severe
conditions (such as dust, moisture, heat, cold), and have the facility for extensive
input/output (1/O) arrangements. These connect the PLC to sensors and actuators.
PLCs read limit switches, analog process variables (such as temperature and
pressure), and the positions of complex positioning systems. Some use machine
vision.™ On the actuator side, PLCs operate electric motors, pneumatic or hydraulic
cylinders, magnetic relays, solenoids, or analog outputs. The input/output
arrangements may be built into a simple PLC, or the PLC may have external 1/0
modules attached to a computer network that plugs into the PLC.

Scan time

A PLC program is generally executed repeatedly as long as the controlled system is
running. The status of physical input points is copied to an area of memory accessible
to the processor, sometimes called the "1/0 Image Table". The program is then run
from its first instruction rung down to the last rung. It takes some time for the
processor of the PLC to evaluate all the rungs and update the I/O image table with the
status of outputs.® This scan time may be a few milliseconds for a small program or
on a fast processor, but older PLCs running very large programs could take much
longer (say, up to 100 ms) to execute the program. If the scan time were too long, the
response of the PLC to process conditions would be too slow to be useful.

As PLCs became more advanced, methods were developed to change the sequence of
ladder execution, and subroutines were implemented.®® This simplified programming
could be used to save scan time for high-speed processes; for example, parts of the
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program used only for setting up the machine could be segregated from those parts
required to operate at higher speed.

Special-purpose 1/0 modules may be used where the scan time of the PLC is too long
to allow predictable performance. Precision timing modules, or counter modules for
use with shaft encoders, are used where the scan time would be too long to reliably
count pulses or detect the sense of rotation of an encoder. The relatively slow PLC
can still interpret the counted values to control a machine, but the accumulation of
pulses is done by a dedicated module that is unaffected by the speed of the program
execution.

System scale

A small PLC will have a fixed number of connections built in for inputs and outputs.
Typically, expansions are available if the base model has insufficient 1/O.

Modular PLCs have a chassis (also called a rack) into which are placed modules with
different functions. The processor and selection of I/0O modules are customized for the
particular application. Several racks can be administered by a single processor, and
may have thousands of inputs and outputs. Either a special high speed serial 1/0O link
or comparable communication method is used so that racks can be distributed away
from the processor, reducing the wiring costs for large plants. Options are also
available to mount 1/O points directly to the machine and utilize quick disconnecting
cables to sensors and valves, saving time for wiring and replacing components.

User interface

PLCs may need to interact with people for the purpose of configuration, alarm
reporting, or everyday control. A human-machine interface (HMI) is employed for
this purpose. HMIs are also referred to as man-machine interfaces (MMIs) and
graphical user interfaces (GUIs). A simple system may use buttons and lights to
interact with the user. Text displays are available as well as graphical touch screens.
More complex systems use programming and monitoring software installed on a
computer, with the PLC connected via a communication interface.

Communications

PLCs have built-in communications ports, usually 9-pin RS-232, RS-422, rs-485,
Ethernet. Various protocols are usually included. Many of these protocols are vendor
specific.

Most modern PLCs can communicate over a network to some other system, such as a
computer running a SCADA (Supervisory Control And Data Acquisition) system or
web browser.

PLCs used in larger 1/0 systems may have peer-to-peer (P2P) communication
between processors. This allows separate parts of a complex process to have
individual control while allowing the subsystems to co-ordinate over the
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communication link. These communication links are also often used for HMI devices
such as keypads or PC-type workstations.

Formerly, some manufacturers offered dedicated communication modules as an add-
on function where the processor had no network connection built-in.

Programming

PLC programs are typically written in a special application on a personal computer,
then downloaded by a direct-connection cable or over a network to the PLC. The
program is stored in the PLC either in battery-backed-up RAM or some other non-
volatile flash memory. Often, a single PLC can be programmed to replace thousands

of relays.”

Under the 1EC 61131-3 standard, PLCs can be programmed using standards-based
programming languages. A graphical programming notation called Sequential
Function Charts is available on certain programmable controllers. Initially most PLCs
utilized Ladder Logic Diagram Programming, a model which emulated
electromechanical control panel devices (such as the contact and coils of relays)
which PLCs replaced. This model remains common today.

IEC 61131-3 currently defines five programming languages for programmable control
systems: function block diagram (FBD), ladder diagram (LD), structured text (ST;
similar to the Pascal programming language), instruction list (IL; similar to assembly
language), and sequential function chart (SFC).E These techniques emphasize logical
organization of operations.

While the fundamental concepts of PLC programming are common to all
manufacturers, differences in 1/O addressing, memory organization, and instruction
sets mean that PLC programs are never perfectly interchangeable between different
makers. Even within the same product line of a single manufacturer, different models
may not be directly compatible.

Security

Prior to the discovery of the Stuxnet computer worm in June 2010, security of PLCs
received little attention. PLCs generally contain a real-time operating system such as
0OS-9 or VxWorks, and exploits for these systems exist much as they do for desktop

computer operating systems such as Microsoft Windows. PLCs can also be attacked

by gaining control of a computer they communicate with.

Simulation
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. e = |
PLCLogix PLC Simulation Software

In order to properly understand the operation of a PLC, it is necessary to spend
considerable time programming, testing, and debugging PLC programs. PLC systems
are inherently expensive, and down-time is often very costly. In addition, if a PLC is
programmed incorrectly it can result in lost productivity and dangerous conditions.
PLC simulation software such as PLCLogix can save time in the design of automated
control applications and can also increase the level of safety associated with
equipment since various "what if" scenarios can be tried and tested before the system
IS activated.t@

Redundancy

Some special processes need to work permanently with minimum unwanted down
time. Therefore, it is necessary to design a system which is fault-tolerant and capable
of handling the process with faulty modules. In such cases to increase the system
availability in the event of hardware component failure, redundant CPU or 1/0
modules with the same functionality can be added to hardware configuration for
preventing total or partial process shutdown due to hardware failure.

PLC compared with other control systems

.......

AIIen-BraIey PLC installed in a control panel

PLCs are well adapted to a range of automation tasks. These are typically industrial
processes in manufacturing where the cost of developing and maintaining the
automation system is high relative to the total cost of the automation, and where
changes to the system would be expected during its operational life. PLCs contain
input and output devices compatible with industrial pilot devices and controls; little
electrical design is required, and the design problem centers on expressing the desired
sequence of operations. PLC applications are typically highly customized systems, so
the cost of a packaged PLC is low compared to the cost of a specific custom-built
controller design. On the other hand, in the case of mass-produced goods, customized
control systems are economical. This is due to the lower cost of the components,
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which can be optimally chosen instead of a "generic" solution, and where the non-
recurring engineering charges are spread over thousands or millions of units.

For high volume or very simple fixed automation tasks, different techniques are used.
For example, a consumer dishwasher would be controlled by an electromechanical
cam timer costing only a few dollars in production quantities.

A microcontroller-based design would be appropriate where hundreds or thousands of
units will be produced and so the development cost (design of power supplies,
input/output hardware, and necessary testing and certification) can be spread over
many sales, and where the end-user would not need to alter the control. Automotive
applications are an example; millions of units are built each year, and very few end-
users alter the programming of these controllers. However, some specialty vehicles
such as transit buses economically use PLCs instead of custom-designed controls,
because the volumes are low and the development cost would be uneconomical.

Very complex process control, such as used in the chemical industry, may require
algorithms and performance beyond the capability of even high-performance PLCs.
Very high-speed or precision controls may also require customized solutions; for
example, aircraft flight controls. Single-board computers using semi-customized or
fully proprietary hardware may be chosen for very demanding control applications
where the high development and maintenance cost can be supported. "Soft PLCs"
running on desktop-type computers can interface with industrial 1/0 hardware while
executing programs within a version of commercial operating systems adapted for
process control needs.t

Programmable controllers are widely used in motion control, positioning control, and
torque control. Some manufacturers produce motion control units to be integrated
with PLC so that G-code (involving a CNC machine) can be used to instruct machine
movements . [citation needed]

PLCs may include logic for single-variable feedback analog control loop, a
proportional, integral, derivative (PID) controller. A PID loop could be used to
control the temperature of a manufacturing process, for example. Historically PLCs
were usually configured with only a few analog control loops; where processes
required hundreds or thousands of loops, a distributed control system (DCS) would
instead be used. As PLCs have become more powerful, the boundary between DCS
and PLC applications has become less distinct.

PLCs have similar functionality as remote terminal units (RTU). An RTU, however,
usually does not support control algorithms or control loops. As hardware rapidly
becomes more powerful and cheaper, RTUs, PLCs, and DCSs are increasingly
beginning to overlap in responsibilities, and many vendors sell RTUs with PLC-like
features, and vice versa. The industry has standardized on the IEC 61131-3 functional
block language for creating programs to run on RTUs and PLCs, although nearly all
vendors also offer proprietary alternatives and associated development environments.

In recent years "safety" PLCs have started to become popular, either as standalone
models or as functionality and safety-rated hardware added to existing controller
architectures (Allen Bradley Guardlogix, Siemens F-series etc.). These differ from
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conventional PLC types as being suitable for use in safety-critical applications for
which PLCs have traditionally been supplemented with hard-wired safety relays. For
example, a safety PLC might be used to control access to a robot cell with trapped-
key access, or perhaps to manage the shutdown response to an emergency stop on a
conveyor production line. Such PLCs typically have a restricted regular instruction set
augmented with safety-specific instructions designed to interface with emergency
stops, light screens, and so forth. The flexibility that such systems offer has resulted in
rapid growth of demand for these controllers.

Discrete and analog signals

Discrete signals behave as binary switches, yielding simply an On or Off signal (1 or
0, True or False, respectively). Push buttons, limit switches, and photoelectric sensors
are examples of devices providing a discrete signal. Discrete signals are sent using
either voltage or current, where a specific range is designated as On and another as
Off. For example, a PLC might use 24 V DC 1/0O, with values above 22 V DC
representing On, values below 2VDC representing Off, and intermediate values
undefined. Initially, PLCs had only discrete 1/O.

Analog signals are like volume controls, with a range of values between zero and full-
scale. These are typically interpreted as integer values (counts) by the PLC, with
various ranges of accuracy depending on the device and the number of bits available
to store the data. As PLCs typically use 16-bit signed binary processors, the integer
values are limited between -32,768 and +32,767. Pressure, temperature, flow, and
weight are often represented by analog signals. Analog signals can use voltage or
current with a magnitude proportional to the value of the process signal. For example,
an analog 0 to 10 V or 4-20 mA input would be converted into an integer value of 0 to
32767.

Current inputs are less sensitive to electrical noise (e.g. from welders or electric motor
starts) than voltage inputs.

Example

As an example, say a facility needs to store water in a tank. The water is drawn from
the tank by another system, as needed, and our example system must manage the
water level in the tank by controlling the valve that refills the tank. Shown is a "ladder
diagram" which shows the control system. A ladder diagram is a method of drawing
control circuits which pre-dates PLCs. The ladder diagram resembles the schematic
diagram of a system built with electromechanical relays. Shown are:

e Two inputs (from the low and high level switches) represented by contacts of
the float switches

e An output to the fill valve, labelled as the fill valve which it controls

« An"internal” contact, representing the output signal to the fill valve which is
created in the program.

e Alogical control scheme created by the interconnection of these items in
software
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In ladder diagram, the contact symbols represent the state of bits in processor
memory, which corresponds to the state of physical inputs to the system. If a discrete
input is energized, the memory bit is a 1, and a "normally open™ contact controlled by
that bit will pass a logic "true" signal on to the next element of the ladder. Therefore,
the contacts in the PLC program that "read" or look at the physical switch contacts in
this case must be "opposite™ or open in order to return a TRUE for the closed physical
switches. Internal status bits, corresponding to the state of discrete outputs, are also
available to the program.

In the example, the physical state of the float switch contacts must be considered
when choosing "normally open” or "normally closed" symbols in the ladder diagram.
The PLC has two discrete inputs from float switches (Low Level and High Level).
Both float switches (normally closed) open their contacts when the water level in the
tank is above the physical location of the switch.

When the water level is below both switches, the float switch physical contacts are
both closed, and a true (logic 1) value is passed to the Fill VValve output. Water begins
to fill the tank. The internal "Fill Valve" contact latches the circuit so that even when
the "Low Level" contact opens (as the water passes the lower switch), the fill valve
remains on. Since the High Level is also normally closed, water continues to flow as
the water level remains between the two switch levels. Once the water level rises
enough so that the "High Level" switch is off (opened), the PLC will shut the inlet to
stop the water from overflowing; this is an example of seal-in (latching) logic. The
output is sealed in until a high level condition breaks the circuit. After that the fill
valve remains off until the level drops so low that the Low Level switch is activated,
and the process repeats again.

| (N.C. physical (N.C. physical |
\ Switch) Switch) \
| Low Level High Level Fill Valve |

—————— [ J==m=================== (OUT) ~====—==~ |

A complete program may contain thousands of rungs, evaluated in sequence.
Typically the PLC processor will alternately scan all its inputs and update outputs,
then evaluate the ladder logic; input changes during a program scan will not be
effective until the next 1/O update. A complete program scan may take only a few
milliseconds, much faster than changes in the controlled process.

Programmable controllers vary in their capabilities for a "rung” of a ladder diagram.
Some only allow a single output bit. There are typically limits to the number of series
contacts in line, and the number of branches that can be used. Each element of the
rung is evaluated sequentially. If elements change their state during evaluation of a
rung, hard-to-diagnose faults can be generated, although sometimes (as above) the
technique is useful. Some implementations forced evaluation from left-to-right as
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displayed and did not allow reverse flow of a logic signal (in multi-branched rungs) to
affect the output.

In addition OPC DA specification, the OPC Foundation also maintains the OPC HDA (Historical
Data Access) specification. In contrast to the real time data that is accessible with OPC DA,
OPC HDA allows access and retrieval of archived data.

Next, you have the OPC AE specification. This OPC AE (Alarms & Events) is also maintained
by the OPC Foundation. The OPC A&E specification defines the exchange of alarm and event
type message information, as well as variable states and state management.

OPC was designed to provide a common bridge for Windows-based software applications
and process control hardware. Standards define consistent methods of accessing field data
from plant floor devices. This method remains the same regardless of the type and source of
data. An OPC Server for one hardware device provides the same methods for an OPC Client
to access its data as any and every other OPC Server for that same and any other hardware
device. The aim was to reduce the amount of duplicated effort required from hardware
manufacturers and their software partners, and from the SCADA and other HMI producers in
order to interface the two. Once a hardware manufacturer had developed their OPC Server
for the new hardware device their work was done to allow any 'top end' to access their
device, and once the SCADA producer had developed their OPC Client their work was done
to allow access to any hardware, existing or yet to be created, with an OPC compliant server.

OPC servers provide a method for many different software packages (so long as it is an OPC
Client) to access data from a process control device, such as a PLC or DCS. Traditionally, any
time a package needed access to data from a device, a custom interface, or driver, had to be
written. The purpose of OPC is to define a common interface that is written once and then
reused by any business, SCADA, HMI, or custom software packages.

There is nothing in the OPC specifications to restrict the server to providing access to a
process control device. OPC Servers can be written for anything from getting the internal
temperature of a microprocessor to the current temperature in Monument Valley.

Once an OPC Server is written for a particular device, it can be reused by any application that
is able to act as an OPC client. OPC servers use Microsoft’s OLE technology (also known as
the Component Object Model, or COM) to communicate with clients. COM technology
permits a standard for real-time information exchange between software applications and
process hardware to be defined.

It is important to note that some OPC specifications are published, others are available only
to members of the OPC Foundation. So whilst no company "owns" OPC and anyone can
develop an OPC server, whether or not they are a member of the OPC Foundation, non-
members will not necessarily be using the latest specifications. Anyone can integrate OPC
products, and there is no pre-requisite for the system integrator to belong to any
organization. It is therefore up to each company that requires OPC products to ensure that
their products are certified and that their system integrators have the necessary training.

OPC Unified Architecture

The OPC Unified Architecture (UA) has been specified and is being tested and implemented
through its Early Adopters program. It can be implemented with Java, Microsoft .NET, or C,
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eliminating the need to use a Microsoft-Windows-based platform of earlier OPC versions.
UA combines the functionality of the existing OPC interfaces with new technologies such as
XML and Web Services to deliver higher level MES and ERP support.

On September 16, 2010, The OPC Foundation and the MTConnect Institute announced a
cooperation to ensure interoperability and consistency between the two standards.[3]

Performance indicator

A performance indicator or key performance indicator (KPI) is a type of
performance measurement.! KPIs evaluate the success of an organization or of a
particular activity in which it engages. Often success is simply the repeated, periodic
achievement of some levels of operational goal (e.g. zero defects, 10/10 customer
satisfaction, etc.), and sometimes success is defined in terms of making progress
toward strategic goals.” Accordingly, choosing the right KPIs relies upon a good
understanding of what is important to the organization.® 'What is important' often
depends on the department measuring the performance - e.g. the KPIs useful to
finance will really differ from the KPIs assigned to sales. Since there is a need to
understand well what is important, various techniques to assess the present state of the
business, and its key activities, are associated with the selection of performance
indicators. These assessments often lead to the identification of potential
improvements, so performance indicators are routinely associated with ‘performance
improvement' initiatives. A very common way to choose KPIs is to apply a
management framework such as the balanced scorecard.

Categorization of indicators
There are four types of performance measures, which fall into two groups:

o Result Indicators (RIs) / Key Result Indicators (KRIs): they reflect the fact
that many measures are a summation of more than one team's input. These
measures are useful in looking at the combined teamwork but do not help
management fix a problem as it is difficult to pinpoint which teams were
responsible for the performance or nonperformance.

o Performance Indicators (Pls) / Key Performance Indicators (KPIs): they
are measures that can be tied to a team or a cluster of teams working closely
together for a common purpose. Good or bad performance is now the
responsibility of one team: these measures thus give clarity and ownership. “

KPIs represent a set of measures focusing on those aspects of organizational
performance that are the most critical for the current and future success of the
organization. KPIs are rarely new to the organization. Either they have not been
recognized or they were gathering dust somewhere unknown to the current
management team.t
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Case Study: How an airline was turned around by
one KPI

KPI story is about a senior official, who set about turning around British Airways
(BA) in the 1980s, reportedly by concentrating on one KPI. The senior official
employed some consultants to investigate and report on the key measures he should
concentrate on to turn around the ailing airline. They identified one critical success
factor (CSF), the timely arrival and departure of airplanes. (Finding CSFs and
narrowing them down to no more than five to eight is a vital step in any KPI exercise,
and one seldom performed.) While everybody in the airline industry knows the
importance of timely planes, the consultants nevertheless pointed out that this is
where the KPIs lay and proposed that he focus on a late plane KPI. The senior official
arranged to be notified whenever a BA plane was delayed over a certain time and the
BA managers at the relevant airport knew that if a plane was delayed beyond a certain
threshold, they would receive a personal call from the senior official based around
Blanchard’s one-minute manager reprimand. Whatever the excuse is, quite frankly,
was not good enough. The senior BA official would point out that the manager had
over six hours of advance notice that the plane was already late and needed to use this
window of opportunity to take actions that would bring the plane back on time. Prior
to the “personal call policy,” the airport manager (and many other airline employees )
had the “not our fault” syndrome. A late plane created by another BA team was “their
problem, not ours.” But after receiving the personal call from the senior official, the
airport manager undertook many proactive steps to recapture lost time, no matter who
had created the delay. Actions included:

e Doubling up the cleaning crew, even though there was an additional external
cost to this;

o Communicating to the refueling team which planes were a priority;

« Providing the external caterers with late plane updates so they could better
manage re-equipping the late plane;

e Asking staff on the check-in counters to watch for at-risk customers and escort
them to the gate;

« Not allowing the business-class passengers to check in late, as was previously
allowed;

« Possibly asking traffic control for a favor or two.

It was not long before BA planes had a reputation for leaving on time. The late planes
KPI was linked to many other critical success factors for the airline including the
‘delivery in full and on time’ critical success factor, the ‘timely arrival and departure
of airplanes’; the ‘increase repeat business from key customers’ critical success factor,
etc. The late planes KPI affected many aspects of the business. Late planes:

1. Increased costs, including additional airport surcharges and the cost of
accommodating passengers overnight as a result of planes being curfewed due to
late-night noise restrictions.

2. Increased customer dissatisfaction and alienated people meeting passengers at
their destination (possible future customers).

3. Increased ozone depletion (environmental impact) because additional fuel was
used in order to make up time during the flight.
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4. Hurt staff development as they learned to replicate the bad habits that created late
planes.

5. Adversely affected supplier relationships and servicing schedules, resulting in
poor service quality.

6. Increased employee dissatisfaction, as they were constantly dealing with crises
and with frustrated customers.12

The seven characteristics of effective KPIs

Following extensive analysis and discussions with over 3,000 participants in KPI
workshops, covering most organization types in both public and private sectors,
facilitator David Parmenter defined seven characteristics of effective KPIs:®!

Non- They are non-financial measures (not expressed in dollars, yen, pounds,
Financial  Euro, etc.)

Timely They are measured frequently (e.g., 24/7, daily or weekly)

CEO focus They are acted upon by the CEO and senior management team

Simple All staff understand the measure and what corrective action is required

Responsibility can be assigned to a team or a cluster of teams who
work closely together

Significant  They affect more than one of the organization’s top Critical Success
impact Factors and more than one balanced scorecard perspective

They encourage appropriate action - i.e., they have been tested to
ensure they have a positive impact on performance (whereas poorly
thought through measures can lead to dysfunctional behaviour)

Team-based

Limited dark
side

Identifying indicators of organization

Performance indicators differ from business drivers and aims (or goals). A school
might consider the failure rate of its students as a key performance indicator which
might help the school understand its position in the educational community, whereas a
business might consider the percentage of income from returning customers as a
potential KPI.

The key stages in identifying KPIs are:

e Having a pre-defined business process (BP).

e Having requirements for the BPs.

e Having a quantitative/qualitative measurement of the results and comparison
with set goals.

e Investigating variances and tweaking processes or resources to achieve short-
term goals.

Key performance indicators (KPIs) are ways to periodically assess the performances
of organizations, business units, and their division, departments and employees.
Accordingly, KPIs are most commonly defined in a way that is understandable,
meaningful, and measurable. They are rarely defined in such a way such that their
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fulfillment would be hampered by factors seen as non-controllable by the
organizations or individuals responsible. Such KPlIs are usually ignored by
Organlzatlons citation needed]

A KPI can follow the SMART criteria. This means the measure has a Specific
purpose for the business, it is Measurable to really get a value of the KPI, the defined
norms have to be Achievable, the improvement of a KPI has to be Relevant to the
success of the organization, and finally it must be Time phased, which means the
value or outcomes are shown for a predefined and relevant period. fitation needed]

In order to be evaluated, KPIs are linked to target values, so that the value of the
measure can be assessed as meeting expectations or not.

Unintended consequences — the dark side of
performance measures

Every performance measure has a dark side, an unintended negative consequence.
The importance of understanding this dark side and the careful selection of measures
should never be underestimated. David Parmenter has stated that well over half the
measures in an organization may be encouraging unintended behavior. The frequency
with which measures are set to fail by at best naive or at worst corrupt management is
breathtaking.

As Dean Spitzer says “People will do what management inspects, not necessarily
what management expects”

How performance measures can go wrong can be illustrated by two examples:
1. Late train measure backfires

A classic example is provided by a city train service that had an on-time measure with
some draconian penalties targeted at the train drivers. The drivers who were behind
schedule learned simply to stop at the top end of each station, triggering the green
light at the other end of the platform, and then continue the journey without the delay
of letting passengers on or off. After a few stations, a driver was back on time, but the
customers, both on the train and on the platform, were not so happy. Management
needed to realize that late trains are not caused by train drivers, just as late planes are
not caused by pilots. Lesson: Management should have been focusing on controllable
events that led to late trains, such as the timeliness of investigating signal faults
reported by drivers or preventative maintenance on critical equipment that is running
behind schedule.®

2. Timeliness of treatment measure fails in accident and emergency
department

Managers at a hospital in the United Kingdom were concerned about the time it was
taking to treat patients in the accident and emergency department. They decided to
measure the time from patient registration to being seen by a house doctor. Staff
realized that they could not stop patients registering with minor sports injuries but
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they could delay the registration of patients in ambulances as they were receiving
good care from the paramedics. The nursing staff thus began asking the paramedics to
leave their patients in the ambulance until a house doctor was ready to see them, thus
improving the "average” time it took to treat patients. Each day there would be a
parking lot full of ambulances and some even circling the hospital awaiting a parking
spot. Lesson: Management should have been focusing on the timeliness of treatment
of critical patients. Thus, they only needed to measure the time from registration to
consultation of these critical patients. Nurses would have treated patients in
ambulances as a priority, the very thing they were doing before the measures came
into being.l

There needs to be a new approach to measurement — one that is done by trained staff,
an approach that is consultative, promotes partnership between staff and management,
and finally achieves alignment with the organization’s critical success factors and
strategic direction.

Dean Spitzer, an expert on performance measurement, has suggested the appointment
of a chief measurement officer who would be part psychologist, part teacher, part
salesman and part project manager. The chief measurement officer would be
responsible for setting all performance measures, assessing of the potential ‘dark side’
of a given measure, abandoning broken measures and leading all balanced scorecard
initiatives.tans

KPI examples

Some examples are:

1. New customers acquisition.

Demographic analysis of individuals (potential customers) applying to become
customers, and the levels of approval, rejections, and pending numbers

Status of existing customers

Customer attrition

Turnover (i.e., revenue) generated by segments of the customer population
Outstanding balances held by segments of customers and terms of payment
Collection of bad debts within customer relationships

Profitability of customers by demographic segments and segmentation of
customers by profitability

N

NG AW

Many of these customer KPIs are developed and managed with customer relationship
management software.

Faster availability of data is a competitive issue for most organizations. For example,
businesses which have higher operational/credit risk (involving for example credit
cards or wealth management) may want weekly or even daily availability of KPI
analysis, facilitated by appropriate IT systems and tools.

Manufacturing
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Overall equipment effectiveness, is a set of broadly accepted non-financial metrics
which reflect manufacturing success.

o OEE = Availability x Performance x Quality
e Availability = Run Time / Total Time

By Definition: Percentage of the actual amount of production time the machine is
running to the production time the machine is available.

e Performance = Total Count / Target Counter

By Definition: Percentage of total parts produced on the machine to the production
rate of machine.

e Quality = Good Count / Total Count

By Definition: Percentage of good parts out of the total parts produced on the
machine.

e Cycle Time — Cycle time is the total time from the beginning to the end of
your process, as defined by you and your customer. Cycle time includes
process time, during which a unit is acted upon to bring it closer to an output,
and delay time, during which a unit of work is spent waiting to take the next
action.

e Cycle Time Ratio (CTR) — CTR = Standard Cycle Time / Real Cycle Time

« Utilization

e Rejection rate

Supply chain management

Businesses can utilize KPIs to establish and monitor progress toward a variety of
goals, including lean manufacturing objectives, minority business enterprise and
diversity spending, environmental "green” initiatives, cost avoidance programs and
low-cost country sourcing targets.

Any business, regardless of size, can better manage supplier performance with the
help of KPIs robust capabilities, which include:

o Automated entry and approval functions

e On-demand, real-time scorecard measures

e Rework on procured inventory

« Single data repository to eliminate inefficiencies and maintain consistency
o Advanced workflow approval process to ensure consistent procedures

« Flexible data-input modes and real-time graphical performance displays

o Customized cost savings documentation

« Simplified setup procedures to eliminate dependence upon IT resources

Main SCM KPIs will detail the following processes:

o Sales forecasts


https://en.wikipedia.org/wiki/Overall_equipment_effectiveness
https://en.wikipedia.org/wiki/Utilization
https://en.wikipedia.org/wiki/Rejection_rate
https://en.wikipedia.org/wiki/Minority_business_enterprise
https://en.wikipedia.org/w/index.php?title=Cost_avoidance&action=edit&redlink=1
https://en.wikipedia.org/wiki/Low-cost_country_sourcing
https://en.wikipedia.org/w/index.php?title=Cost_savings_documentation&action=edit&redlink=1

7

e Inventory

e Procurement and suppliers
e Warehousing

o Transportation

« Reverse logistics

Suppliers can implement KPIs to gain an advantage over the competition. Suppliers
have instant access to a user-friendly portal for submitting standardized cost savings
templates. Suppliers and their customers exchange vital supply chain performance
data while gaining visibility to the exact status of cost improvement projects and cost
savings documentation.

Government

The provincial government of Ontario, Canada has been using KPIs since 1998 to
measure the performance of higher education institutions in the province. All post
secondary schools collect and report performance data in five areas — graduate
satisfaction, student satisfaction, employer satisfaction, employment rate, and
graduation rate.ls

Human Resource Management
Employee turnover

o Employee performance indicators
e Cross functional team analysis

Further performance indicators
Duration of a stockout situation

e Customer order waiting time

Problems

In practice, overseeing key performance indicators can prove expensive or difficult
for organizations. Some indicators such as staff morale may be impossible to quantify.
As such dubious KPIs can be adopted that can be used as a rough guide rather than a
precise benchmark eiation needed]

Key performance indicators can also lead to perverse incentives and unintended
consequences as a result of employees working to the specific measurements at the
expense of the actual quality or value of their work.t=el For example, measuring the
productivity of a software development team in terms of source lines of code
encourages copy and paste code and over-engineered design, leading to bloated code
bases that are particularly difficult to maintain, understand and modify.
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Oftentimes where there is a lack of understanding of how to develop good measures
companies will resort to using percentages to quantify their measure. This is wrong
and shows that the company did not do enough research on the measure, leitation needed]

Overall equipment effectiveness

Overall equipment effectiveness (OEE) is a hierarchy of metrics developed by
Seiichi Nakajimat in the 1960s to evaluate how effectively a manufacturing operation
is utilized. It is based on the Harrington Emerson way of thinking regarding labor
efficiency.kitionneeded) The resylts are stated in a generic form which allows comparison
between manufacturing units in differing industries. It is not however an absolute
measure and is best used to identify scope for process performance improvement, and
how to get the improvement.2 If for example the cycle time is reduced, the OEE will
increase i.e. more product is produced for less resource. Another example is if one
enterprise serves a high volume, low variety market, and another enterprise serves a
low volume, high variety market. More changeovers (set-ups) will lower the OEE in
comparison, but if the product is sold at a premium, there could be more margin with
a lower OEE.

OEE measurement is also commonly used as a key performance indicator (KPI) in
conjunction with lean manufacturing efforts to provide an indicator of success. OEE
can be illustrated by a brief discussion of the six metrics that comprise the system.
The hierarchy consists of two top-level measures and four underlying measures.

Top-level metrics

Overall equipment effectiveness (OEE) and total effective equipment performance
(TEEP) are two closely related metrics that report the overall utilization of facilities,
time and material for manufacturing operations. These top view metrics directly
indicate the gap between actual and ideal performance.

« Overall equipment effectiveness quantifies how well a manufacturing unit
performs relative to its designed capacity, during the periods when it is
scheduled to run.

o Total effective equipment performance (TEEP) measures OEE against
calendar hours, i.e.: 24 hours per day, 365 days per year.

Underlying metrics

In addition to the above measures, there are four underlying metrics that provide
understanding as to why and where the OEE and TEEP gaps exist.

The measurements are described below:

e Loading: The portion of the TEEP Metric that represents the percentage of
total calendar time that is actually scheduled for operation.
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« Availability: The portion of the OEE Metric that represents the percentage of
scheduled time that the operation is available to operate. Often referred to as
Uptime.

o Performance: The portion of the OEE Metric that represents the speed at
which the Work Center runs as a percentage of its designed speed.

o Quality: The portion of the OEE Metric that represents the Good Units
produced as a percentage of the Total Units Started. Commonly referred to as
First Pass Yield FPY.

Calculations for OEE and TEEP

What follows is a detailed presentation of each of the six OEE / TEEP Metrics and
examples of how to perform calculations. The calculations are not particularly
complicated, but care must be taken as to standards that are used as the basis.
Additionally, these calculations are valid at the work center or part number level but
become more complicated if rolling up to aggregate levels.2!

Overall equipment effectiveness

OEE breaks the performance of a manufacturing unit into three separate but
measurable components: Availability, Performance, and Quality. Each component
points to an aspect of the process that can be targeted for improvement. OEE may be
applied to any individual Work Center, or rolled up to Department or Plant levels.
This tool also allows for drilling down for very specific analysis, such as a particular
Part Number, Shift, or any of several other parameters. It is unlikely that any
manufacturing process can run at 100% OEE. Many manufacturers benchmark their
industry to set a challenging target; 85% is not uncommon.

o OEE is calculated with the formula (Availability)*(Performance)*(Quality)
e Using the examples given below:
o (Availability= 86.6%)*(Performance=93%)*(Quality=91.3%)= (OEE=73.6%)

Alternatively, and often easier, OEE is calculated by dividing the minimum time
needed to produce the parts under optimal conditions by the actual time needed to
produce the parts. For example:

o Total Time: 8 hour shift or 28,800 seconds, producing 14,400 parts, or one
part every 2 seconds.

o Fastest possible cycle time is 1.5 seconds, hence only 21,600 seconds would
have been needed to produce the 14,400 parts. The remaining 7,200 seconds
or 2 hours were lost.

e The OEE is now the 21,600 seconds divided by 28,800 seconds (same as
maximal 1.5 seconds per part divided by 2 actual seconds per part), or 75%.

Total effective equipment performance

Where OEE measures effectiveness based on scheduled hours, TEEP measures
effectiveness against calendar hours, i.e.: 24 hours per day, 365 days per year.
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TEEP, therefore, reports the 'bottom line' utilization of assets.
Loading

The Loading portion of the TEEP Metric represents the percentage of time that an
operation is scheduled to operate compared to the total Calendar Time that is
available. The Loading Metric is a pure measurement of Schedule Effectiveness and
is designed to exclude the effects how well that operation may perform.

Calculation: Loading = Scheduled Time / Calendar Time

Example:

A given Work Center is scheduled to run 5 Days per Week, 24 Hours per Day.
For a given week, the Total Calendar Time is 7 Days at 24 Hours.

Loading = (5 days x 24 hours) / (7 days x 24 hours) = 71.4%

Availability

The Availability portion of the OEE Metric represents the percentage of scheduled
time that the operation is available to operate. The Availability Metric is a pure
measurement of Uptime that is designed to exclude the effects of Quality,
Performance, and Scheduled Downtime Events. The losses due to wasted availability
are called availability losses.™

Example: A given Work Center is scheduled to run for an 8-hour (480 minute) shift
with a 30-minute scheduled break and experiences 60 minutes of unplanned
(breakdown) time. In this case, the 30 minute break should be considered "scheduled
time" although it is planned downtime.

Operating Time = 480 Min Sched — 30 Min Sched Downtime — 60 Min Unsched
Downtime = 390 Minutes

Calculation: Availability = operating time / scheduled time

Availability = 390 minutes / 480 minutes = 81.25%
Performance and productivity

Also known as "process rate"”, the Performance portion of the OEE Metric (also
known as process rate) represents the speed at which the Work Center runs as a
percentage of its designed speed. The Performance Metric is a pure measurement of
speed that is designed to exclude the effects of Quality and Availability. The losses
due to wasted performance are also often called speed losses. In practice it is often
difficult to determine speed losses, and a common approach is to merely assign the
remaining unknown losses as speed losses.
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Calculation: Performance (Productivity) = (Parts Produced * Ideal Cycle Time) /
Operating time &

Example:

A given Work Center is scheduled to run for an 8-hour (480 minute) shift with a 30-
minute scheduled break.

Operating Time = 450 Min Sched — 60 Min Unsched Downtime = 390 Minutes
The Standard Rate for the part being produced is 40 Units/Hour or 1.5 Minutes/Unit

The Work Center produces 242 Total Units during the shift. Note: The basis is Total
Units, not Good Units. The Performance metric does not penalize for Quality.

Time to Produce Parts = 242 Units * 1.5 Minutes/Unit = 363 Minutes

Performance (Productivity) = 363 Minutes / 390 Minutes = 93.0%

Quality

The Quality portion of the OEE Metric represents the Good Units produced as a
percentage of the Total Units Started. The Quality Metric is a pure measurement of
Process Yield that is designed to exclude the effects of Availability and Performance.
The losses due to defects and rework are called quality losses.

Calculation: Quality = (Units produced - defective units) / (Units produced)
Example:

242 Units are produced. 21 are defective.

(242 units produced - 21 defective units) = 221 units

221 good units / 242 total units produced = 91.32%

""Six Big Losses"

To be able to better determine what is contributing to the greatest loss and so what
areas should be targeted to improve the performance, these categories (Availability,
Performance and Quality) have been subdivided further into what is known as the
‘Six Big Loses’ to OEE.[

These are categorized as follows:

Availability  Performance Quality
Planned Downtime Minor Stops Production Rejects
Breakdowns Speed Loss  Rejects on Start up
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The reason for identifying the losses in these categories is so that specific
countermeasurest” can be applied to reduce the loss and improve the overall OEE. The
Six Loss categories can be calculated manually, but there are also a plethora of simple
calculators online. k!

Heuristic

OEE is useful as a heuristic, but can break down in several circumstances. For
example, it may be far more costly to run a facility at certain times. Performance and
quality may not be independent of each other or of availability and loading.
Experience may develop over time. Since the performance of shop floor managers is
at least sometimes compared to the OEE, these numbers are often not reliable, and
there are numerous ways to fudge these numbers.io

OEE has properties of a geometric mean. As such it punishes variability among its
subcomponents. For example, 20% * 80% = 16%, whereas 50% * 50% = 25%. When
there are asymmetric costs associated with one or more of the components, then the
model may become less appropriate.

Consider a system where the cost of error is exceptionally high. In such a condition,
higher quality may be far more important in a proper evaluation of effectiveness than
performance or availability. OEE also to some extent assumes a closed system and a
potentially static one. If one can bring in additional resources (or lease out unused
resources to other projects or business units) then it may be more appropriate for
example to use an expected net present value analysis.

Variability in flow also can introduce important costs and risks that may merit further
modeling. Sensitivity analysis and measures of change may be helpful.

Pharmaceutical drug- Case study

A pharmaceutical drug (also referred to as a pharmaceutical, pharmaceutical
preparation, pharmaceutical product, medicinal product, medicine, medication,
medicament, or simply a drug) is a drug used to diagnose, cure, treat, or prevent
disease.m@i Drug therapy (pharmacotherapy) is an important part of the medical field
and relies on the science of pharmacology for continual advancement and on
pharmacy for appropriate management.

Drugs are classified in various ways. One of the key divisions is by level of control,
which distinguishes prescription drugs (those that a pharmacist dispenses only on the
order of a physician, physician assistant, or qualified nurse) from over-the-counter
drugs (those that consumers can order for themselves). Another key distinction is
between traditional small molecule drugs, usually derived from chemical synthesis,
and biopharmaceuticals, which include recombinant proteins, vaccines, blood
products used therapeutically (such as IVIG), gene therapy, and cell therapy (for
instance, stem cell therapies). Other ways to classify medicines are by mode of action,
route of administration, biological system affected, or therapeutic effects. An
elaborate and widely used classification system is the Anatomical Therapeutic
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Chemical Classification System (ATC system). The World Health Organization keeps
a list of essential medicines.

Drug discovery and drug development are complex and expensive endeavors
undertaken by pharmaceutical companies, academic scientists, and governments.
Governments generally regulate what drugs can be marketed, how drugs are
marketed, and in some jurisdictions, drug pricing. Controversies have arisen over drug
pricing and disposal of used drugs.

Definition

In Europe, the term is "medicinal product”, and it is defined by EU law as: "(a) Any
substance or combination of substances presented as having properties for treating or
preventing disease in human beings; or

(b) Any substance or combination of substances which may be used in or
administered to human beings either with a view to restoring, correcting or modifying
physiological functions by exerting a pharmacological, immunological or metabolic
action, or to making a medical diagnosis. "3

In the US, a "drug" is:

e A substance recognized by an official pharmacopoeia or formulary.

e A substance intended for use in the diagnosis, cure, mitigation, treatment, or
prevention of disease.

o A substance (other than food) intended to affect the structure or any function
of the body.

o A substance intended for use as a component of a medicine but not a device or
a component, part or accessory of a device.

o Biological products are included within this definition and are generally
covered by the same laws and regulations, but differences exist regarding their
manufacturing processes (chemical process versus biological process.)®

Classification

Pharmaceutical or a drug is classified on the basis of their origin.

1. Drug from natural origin: Herbal or plant or mineral origin, some drug
substances are of marine origin.

Drug from chemical as well as natural origin: Derived from partial herbal and
partial chemical synthesis Chemical, example steroidal drugs

Drug derived from chemical synthesis.

Drug derived from animal origin: For example, hormones, and enzymes.
Drug derived from microbial origin: Antibiotics

Drug derived by biotechnology genetic-engineering, hybridoma technique for
example

7. Drug derived from radioactive substances.

N
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One of the key classifications is between traditional small molecule drugs, usually
derived from chemical synthesis, and biologic medical products, which include
recombinant proteins, vaccines, blood products used therapeutically (such as IVIG),
gene therapy, and cell therapy (for instance, stem cell therapies).

Pharmaceutical or drug or medicines are classified in various other groups besides
their origin on the basis of pharmacological properties like mode of action and their
pharmacological action or activity,® such as by chemical properties, mode or route of
administration, biological system affected, or therapeutic effects. An elaborate and
widely used classification system is the Anatomical Therapeutic Chemical
Classification System (ATC system). The World Health Organization keeps a list of
essential medicines.

A sampling of classes of medicine includes:

Antipyretics: reducing fever (pyrexia/pyresis)

Analgesics: reducing pain (painkillers)

Antimalarial drugs: treating malaria

Antibiotics: inhibiting germ growth

Antiseptics: prevention of germ growth near burns, cuts and wounds

Mood stabilizers: lithium and valpromide

Hormone replacements: Premarin

Oral contraceptives: Enovid, "biphasic" pill, and "triphasic" pill

Stimulants: methylphenidate, amphetamine

0. Tranquilizers: meprobamate, chlorpromazine, reserpine, chlordiazepoxide,
diazepam, and alprazolam

11. Statins: lovastatin, pravastatin, and simvastatin

RoOoo~NoGO~LNE

Pharmaceuticals may also be described as "specialty”, independent of other
classifications, which is an ill defined class of drugs that might be difficult to
administer, require special handling during administration, require patient monitoring
during and immediately after administration, have particular regulatory requirements
restricting their use, and are generally expensive relative to other drugs.

Types of medicines

For the gastrointestinal tract (digestive system)

o Upper digestive tract: antacids, reflux suppressants, antiflatulents,
antidopaminergics, proton pump inhibitors (PPIs), H.-receptor antagonists,
cytoprotectants, prostaglandin analogues

o Lower digestive tract: laxatives, antispasmodics, antidiarrhoeals, bile acid
sequestrants, opioid

For the cardiovascular system

General: B-receptor blockers ("beta blockers™), calcium channel blockers, diuretics,
cardiac glycosides, antiarrhythmics, nitrate, antianginals, vasoconstrictors,
vasodilators.
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o Affecting blood pressure/(antihypertensive drugs): ACE inhibitors,
angiotensin receptor blockers, beta-blockers, a blockers, calcium channel
blockers, thiazide diuretics, loop diuretics, aldosterone inhibitors

o Coagulation: anticoagulants, heparin, antiplatelet drugs, fibrinolytics, anti-
hemophilic factors, haemostatic drugs

e« HMG-CoA reductase inhibitors (statins) for lowering LDL cholesterol
inhibitors: hypolipidaemic agents..

Administration

Administration is the process by which a patient takes a medicine. There are three
major categories of drug administration; enteral (by mouth), parenteral (into the blood
stream), and other (which includes giving a drug through intranasal, topical,
inhalation, and rectal means).!

It can be performed in various dosage forms such as pills, tablets, or capsules.

There are many variations in the routes of administration, including intravenous (into
the blood through a vein) and oral administration (through the mouth).

They can be administered all at once as a bolus, at frequent intervals or continuously.
Frequencies are often abbreviated from Latin, such as every 8 hours reading Q8H
from Quaque VIII Hora.

Drug discovery

In the fields of medicine, biotechnology and pharmacology, drug discovery is the
process by which new candidate drugs are discovered.

Historically, drugs were discovered through identifying the active ingredient from
traditional remedies or by serendipitous discovery. Later chemical libraries of
synthetic small molecules, natural products or extracts were screened in intact cells or
whole organisms to identify substances that have a desirable therapeutic effect in a
process known as classical pharmacology. Since sequencing of the human genome
which allowed rapid cloning and synthesis of large quantities of purified proteins, it
has become common practice to use high throughput screening of large compounds
libraries against isolated biological targets which are hypothesized to be disease
modifying in a process known as reverse pharmacology. Hits from these screens are
then tested in cells and then in animals for efficacy. Even more recently, scientists
have been able to understand the shape of biological molecules at the atomic level,
and to use that knowledge to design (see drug design) drug candidates.

Modern drug discovery involves the identification of screening hits, medicinal
chemistry and optimization of those hits to increase the affinity, selectivity (to reduce
the potential of side effects), efficacy/potency, metabolic stability (to increase the
half-life), and oral bioavailability. Once a compound that fulfills all of these
requirements has been identified, it will begin the process of drug development prior
to clinical trials. One or more of these steps may, but not necessarily, involve
computer-aided drug design.
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Despite advances in technology and understanding of biological systems, drug
discovery is still a lengthy, "expensive, difficult, and inefficient process"” with low
rate of new therapeutic discovery.® In 2010, the research and development cost of
each new molecular entity (NME) was approximately US$1.8 billion.12 Drug
discovery is done by pharmaceutical companies, with research assistance from
universities. The "final product™ of drug discovery is a patent on the potential drug.
The drug requires very expensive Phase I, Il and 111 clinical trials, and most of them
fail. Small companies have a critical role, often then selling the rights to larger
companies that have the resources to run the clinical trials.

Development

Drug development is a blanket term used to define the process of bringing a new drug
to the market once a lead compound has been identified through the process of drug
discovery. It includes pre-clinical research (microorganisms/animals) and clinical
trials (on humans) and may include the step of obtaining regulatory approval to
market the drug.

Regulation

The regulation of drugs varies by jurisdiction. In some countries, such as the United
States, they are regulated at the national level by a single agency. In other
jurisdictions they are regulated at the state level, or at both state and national levels by
various bodies, as is the case in Australia. The role of therapeutic goods regulation is
designed mainly to protect the health and safety of the population. Regulation is
aimed at ensuring the safety, quality, and efficacy of the therapeutic goods which are
covered under the scope of the regulation. In most jurisdictions, therapeutic goods
must be registered before they are allowed to be marketed. There is usually some
degree of restriction of the availability of certain therapeutic goods depending on their
risk to consumers.

Depending upon the jurisdiction, drugs may be divided into over-the-counter drugs
(OTC) which may be available without special restrictions, and prescription drugs,
which must be prescribed by a licensed medical practitioner. The precise distinction
between OTC and prescription depends on the legal jurisdiction. A third category,
"behind-the-counter™ drugs, is implemented in some jurisdictions. These do not
require a prescription, but must be kept in the dispensary, not visible to the public, and
only be sold by a pharmacist or pharmacy technician. Doctors may also prescribe
prescription drugs for off-label use - purposes which the drugs were not originally
approved for by the regulatory agency. The Classification of Pharmaco-Therapeutic
Referrals helps guide the referral process between pharmacists and doctors.

The International Narcotics Control Board of the United Nations imposes a world law
of prohibition of certain drugs. They publish a lengthy list of chemicals and plants
whose trade and consumption (where applicable) is forbidden. OTC drugs are sold
without restriction as they are considered safe enough that most people will not hurt
themselves accidentally by taking it as instructed. Many countries, such as the United
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Kingdom have a third category of “pharmacy medicines”, which can only be sold in
registered pharmacies by or under the supervision of a pharmacist.

Drug pricing
United Kingdom

In the UK the Pharmaceutical Price Regulation Scheme is intended to ensure that the
National Health Service is able to purchase drugs at reasonable prices, fetation needed]

Canada

In Canada, the Patented Medicine Prices Review Board examines drug pricing,
compares the proposed Canadian price to that of seven other countries and determines
if a price is excessive or not. In these circumstances, drug manufacturers must submit
a proposed price to the appropriate regulatory agency . [eitation needed]

Brazil

In Brazil, the prices are regulated through a legislation under the name of
Medicamento Genérico (generic drugs) since 1999, itation needed)

United States

Main article: Prescription drug prices in the United States

In the United States, drug costs are unregulated, but instead are the result of
negotiations between drug companies and insurance companies, lcitation neded)

Blockbuster drug

Main article: List of largest selling pharmaceutical products

A blockbuster drug is a drug generating more than $1 billion of revenue for the
pharmaceutical company that sells it each year.is Cimetidine was the first drug ever
to reach more than $1 billion a year in sales, thus making it the first blockbuster
drug.ta

"In the pharmaceutical industry, a blockbuster drug is one that achieves
acceptance by prescribing physicians as a therapeutic standard for, most
commonly, a highly prevalent chronic (rather than acute) condition. Patients
often take the medicines for long periods."

Leading blockbuster drugs as of 2011

This section is outdated. Please update this article to reflect recent events or
newly available information. (October 2015)
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Drug

Atorvastatin

Clopidogrel

Fluticasone/salmet

erol

Esomeprazole

Rosuvastatin

Quetiapine

Adalimumab

Etanercept

Infliximab

Olanzapine

*Sales are for the 12 months preceding 30 June 2011.

History

le

Prescription drug history

88

Trade ..
name Type Indication Company
Small
Lipitor molecu Hypercholesterole Pfizer
mia —
le —
Small Bristol-Myers
Plavix molecu Atherosclerosis  Squibb
le Sanofi
Small GlaxoSmithKI
Advair molecu Asthma ine
le —
Small
Nexium molecu Gastroe§ophaqeal AstraZeneca
le reflux disease B
Small
Crestor molecu rqu}/;)ercholesterole AstraZeneca
le —
Bipolar disorder
Small ; -
Seroque Schizophrenia
molecu - . AstraZeneca
I | Major Depressive —
e -
Disorder
Humira Biologi Rheum_atmd AbbVie
c Arthritis -
Enbrel Biologi Rheumatoid Amgen
c Arthritis Pfizer
Remica Biologi C;]ohns Disease Johnson &
de C RmeatO'd Johnson
Arthritis -
Small Eli Lilly and
Zyprexa molecu Schizophrenia LI and
Company

Salest4
($billion/yea
r”

12.5

8.3

7.4

6.6

6.5

6.4

6.2

Antibiotics first arrived on the medical scene in 1932 thanks to Gerhard Domagk;!
and coined the "wonder drugs". The introduction of the sulfa drugs led to a decline in
the U.S. mortality rate from pneumonia to drop from 0.2% each year to 0.05% by
1939.18 Antibiotics inhibit the growth or the metabolic activities of bacteria and other
microorganisms by a chemical substance of microbial origin. Penicillin, introduced a
few years later, provided a broader spectrum of activity compared to sulfa drugs and
reduced side effects. Streptomycin, found in 1942, proved to be the first drug effective
against the cause of tuberculosis and also came to be the best known of a long series
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of important antibiotics. A second generation of antibiotics was introduced in the
1940s: aureomycin and chloramphenicol. Aureomycin was the best known of the
second generation.

Lithium was discovered in the 19th century for nervous disorders and its possible
mood-stabilizing or prophylactic effect; it was cheap and easily produced. As lithium
fell out of favor in France, valpromide came into play. This antibiotic was the origin
of the drug that eventually created the mood stabilizer category. Valpromide had
distinct psychotrophic effects that were of benefit in both the treatment of acute manic
states and in the maintenance treatment of manic depression illness. Psychotropics can
either be sedative or stimulant; sedatives aim at damping down the extremes of
behavior. Stimulants aim at restoring normality by increasing tone. Soon arose the
notion of a tranquilizer which was quite different from any sedative or stimulant. The
term tranquilizer took over the notions of sedatives and became the dominant term in
the West through the 1980s. In Japan, during this time, the term tranquilizer produced
the notion of a psyche-stabilizer and the term mood stabilizer vanished.?

Premarin (conjugated estrogens, introduced in 1942) and Prempro (a combination
estrogen-progestin pill, introduced in 1995) dominated the hormone replacement
therapy (HRT) during the 1990s. HRT is not a life-saving drug, nor does it cure any
disease. HRT has been prescribed to improve one's quality of life. Doctors prescribe
estrogen for their older female patients both to treat short-term menopausal symptoms
and to prevent long-term diseases. In the 1960s and early 1970s more and more
physicians began to prescribe estrogen for their female patients. between 1991 to
1999, Premarin was listed as the most popular prescription and best-selling drug in
America.ln

The first oral contraceptive, Enovid, was approved by FDA in 1960. Oral
contraceptives inhibit ovulation and so prevent conception. Enovid was known to be
much more effective than alternatives including the condom and the diaphragm. As
early as 1960, oral contraceptives were available in several different strengths by
every manufacturer. In the 1980s and 1990s an increasing number of options arose
including, most recently, a new delivery system for the oral contraceptive via a
transdermal patch. In 1982, a new version of the Pill was introduced, known as the
"biphasic” pill. By 1985, a new triphasic pill was approved. Physicians began to think
of the Pill as an excellent means of birth control for young women.2

Stimulants such as Ritalin (methylphenidate) came to be pervasive tools for behavior
management and modification in young children. Ritalin was first marketed in 1955
for narcolepsy; its potential users were middle-aged and the elderly. It wasn't until
some time in the 1980s along with hyperactivity in children that Ritalin came onto the
market. Medical use of methylphenidate is predominately for symptoms of attention
deficit/hyperactivity disorder (ADHD). Consumption of methylphenidate in the U.S.
out-paced all other countries between 1991 and 1999. Significant growth in
consumption was also evident in Canada, New Zealand, Australia, and Norway.
Currently, 85% of the world's methylphenidate is consumed in America.i?

The first minor tranquilizer was Meprobamate. Only fourteen months after it was
made available, meprobamate had become the country's largest-selling prescription
drug. By 1957, meprobamate had become the fastest-growing drug in history. The
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popularity of meprobamate paved the way for Librium and Valium, two minor
tranquilizers that belonged to a new chemical class of drugs called the
benzodiazepines. These were drugs that worked chiefly as anti-anxiety agents and
muscle relaxants. The first benzodiazepine was Librium. Three months after it was
approved, Librium had become the most prescribed tranquilizer in the nation. Three
years later, Valium hit the shelves and was ten times more effective as a muscle
relaxant and anti-convulsant. Valium was the most versatile of the minor
tranquilizers. Later came the widespread adoption of major tranquilizers such as
chlorpromazine and the drug reserpine. In 1970 sales began to decline for Valium and
Librium, but sales of new and improved tranquilizers, such as Xanax, introduced in
1981 for the newly created diagnosis of panic disorder, soared.i?

Mevacor (lovastatin) is the first and most influential statin in the American market.
The 1991 launch of Pravachol (pravastatin), the second available in the United States,
and the release of Zocor (simvastatin) made Mevacor no longer the only statin on the
market. In 1998, Viagra was released as a treatment for erectile dysfunction.i?

Ancient pharmacology

Using plants and plant substances to treat all kinds of diseases and medical conditions
is believed to date back to prehistoric medicine.

The Kahun Gynaecological Papyrus, the oldest known medical text of any kind, dates
to about 1800 BC and represents the first documented use of any kind of drug.iei |t
and other medical papyri describe Ancient Egyptian medical practices, such as using
honey to treat infections and the legs of bee-eaters to treat neck pains.

Ancient Babylonian medicine demonstrate the use of prescriptions in the first half of
the 2nd millennium BC. Medicinal creams and pills were employed as treatments.2

On the Indian subcontinent, the Atharvaveda, a sacred text of Hinduism whose core
dates from the 2nd millennium BC, although the hymns recorded in it are believed to
be older, is the first Indic text dealing with medicine. It describes plant-based drugs to
counter diseases.2! The earliest foundations of ayurveda were built on a synthesis of
selected ancient herbal practices, together with a massive addition of theoretical
conceptualizations, new nosologies and new therapies dating from about 400 BC
onwards.?2 The student of Ayurveda was expected to know ten arts that were
indispensable in the preparation and application of his medicines: distillation,
operative skills, cooking, horticulture, metallurgy, sugar manufacture, pharmacy,
analysis and separation of minerals, compounding of metals, and preparation of
alkalis.

The Hippocratic Oath for physicians, attributed to 5th century BC Greece, refers to
the existence of "deadly drugs", and ancient Greek physicians imported drugs from
Egypt and elsewhere.!

Medieval pharmacology

Al-Kindi's 9th century AD book, De Gradibus and Ibn Sina (Avicenna)'s The Canon
of Medicine cover a range of drugs known to Medicine in the medieval Islamic world.
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Medieval medicine saw advances in surgery, but few truly effective drugs existed,
beyond opium (found in such extremely popular drugs as the "Great Rest" at the
time)24 and guinine. Folklore cures and potentially poisonous metal-based compounds
were popular treatments. Theodoric Borgognoni, (1205-1296), one of the most
significant surgeons of the medieval period, responsible for introducing and
promoting important surgical advances including basic antiseptic practice and the use
of anaesthetics. Garcia de Orta described some herbal treatments that were used.

Modern pharmacology

For most of the 19th century, drugs were not highly effective, leading Oliver Wendell
Holmes, Sr. to famously comment in 1842 that "if all medicines in the world were
thrown into the sea, it would be all the better for mankind and all the worse for the
fishes" 25121

During the First World War, Alexis Carrel and Henry Dakin developed the Carrel-
Dakin method of treating wounds with an irrigation, Dakin's solution, a germicide
which helped prevent gangrene.

In the inter-war period, the first anti-bacterial agents such as the sulpha antibiotics
were developed. The Second World War saw the introduction of widespread and
effective antimicrobial therapy with the development and mass production of
penicillin antibiotics, made possible by the pressures of the war and the collaboration
of British scientists with the American pharmaceutical industry.

Medicines commonly used by the late 1920s included aspirin, codeine, and morphine
for pain; digitalis, nitroglycerin, and quinine for heart disorders, and insulin for
diabetes. Other drugs included antitoxins, a few biological vaccines, and a few
synthetic drugs. In the 1930s antibiotics emerged: first sulfa drugs, then penicillin and
other antibiotics. Drugs increasingly became "the center of medical practice".2 |n
the 1950s other drugs emerged including corticosteroids for inflammation, rauwolfia
alkaloids as tranqulizers and antihypertensives, antihistamines for nasal allergies,
xanthines for asthma, and typical antipsychotics for psychosis.i22-24 As of 2007,
thousands of approved drugs have been developed. Increasingly, biotechnology is
used to discover biopharmaceuticals.®! Recently, multi-disciplinary approaches have
yielded a wealth of new data on the development of novel antibiotics and
antibacterials and on the use of biological agents for antibacterial therapy.2e!

In the 1950s new psychiatric drugs, notably the antipsychotic chlorpromazine, were
designed in laboratories and slowly came into preferred use. Although often accepted
as an advance in some ways, there was some opposition, due to serious adverse
effects such as tardive dyskinesia. Patients often opposed psychiatry and refused or
stopped taking the drugs when not subject to psychiatric control.

Governments have been heavily involved in the regulation of drug development and
drug sales. In the U.S., the Elixir Sulfanilamide disaster led to the establishment of the
Food and Drug Administration, and the 1938 Federal Food, Drug, and Cosmetic Act
required manufacturers to file new drugs with the FDA. The 1951 Humphrey-Durham
Amendment required certain drugs to be sold by prescription. In 1962 a subsequent
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amendment required new drugs to be tested for efficacy and safety in clinical
trials. 1242

Until the 1970s, drug prices were not a major concern for doctors and patients. As
more drugs became prescribed for chronic illnesses, however, costs became
burdensome, and by the 1970s nearly every U.S. state required or encouraged the
substitution of generic drugs for higher-priced brand names. This also led to the 2006
U.S. law, Medicare Part D, which offers Medicare coverage for drugs.::2e-2s

As of 2008, the United States is the leader in medical research, including
pharmaceutical development. U.S. drug prices are among the highest in the world, and
drug innovation is correspondingly high. In 2000 U.S. based firms developed 29 of
the 75 top-selling drugs; firms from the second-largest market, Japan, developed
eight, and the United Kingdom contributed 10. France, which imposes price controls,
developed three. Throughout the 1990s outcomes were similar. 21303t

Controversies

Controversies concerning pharmaceutical drugs include patient access to drugs under
development and not yet approved, pricing, and environmental issues.

Access to unapproved drugs

Governments worldwide have created provisions for granting access to drugs prior to
approval for patients who have exhausted all alternative treatment options and do not
match clinical trial entry criteria. Often grouped under the labels of compassionate
use, expanded access, or named patient supply, these programs are governed by rules
which vary by country defining access criteria, data collection, promotion, and control
of drug distribution.22

Within the United States, pre-approval demand is generally met through treatment
IND (investigational new drug) applications (INDs), or single-patient INDs. These
mechanisms, which fall under the label of expanded access programs, provide access
to drugs for groups of patients or individuals residing in the US. Outside the US,
Named Patient Programs provide controlled, pre-approval access to drugs in response
to requests by physicians on behalf of specific, or "named", patients before those
medicines are licensed in the patient's home country. Through these programs,
patients are able to access drugs in late-stage clinical trials or approved in other
countries for a genuine, unmet medical need, before those drugs have been licensed in
the patient's home country.

Patients who have not been able to get access to drugs in development have organized
and advocated for greater access. In the United States, ACT UP formed in the 1980s,
and eventually formed its Treatment Action Group in part to pressure the US
government to put more resources into discovering treatments for AIDS and then to
speed release of drugs that were under development.2!
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The Abigail Alliance was established in November 2001 by Frank Burroughs in
memory of his daughter, Abigail.2? The Alliance seeks broader availability of
investigational drugs on behalf of terminally ill patients.

In 2013, BioMarin Pharmaceutical was at the center of a high profile debate regarding
expanded access of cancer patients to experimental drugs. i

Access to medicines and drug pricing

Essential medicines as defined by the World Health Organization (WHO) are "those
drugs that satisfy the health care needs of the majority of the population; they should
therefore be available at all times in adequate amounts and in appropriate dosage
forms, at a price the community can afford."2 Recent studies have found that most of
the medicines on the WHO essential medicines list, outside of the field of HIV drugs,
are not patented in the developing world, and that lack of widespread access to these
medicines arise from issues fundamental to economic development - lack of
infrastructure and poverty.2 Médecins Sans Frontieres also runs a Campaign for
Access to Essential Medicines campaign, which includes advocacy for greater
resources to be devoted to currently untreatable diseases that primarily occur in the
developing world. The Access to Medicine Index tracks how well pharmaceutical
companies make their products available in the developing world.

World Trade Organization negotiations in the 1990s, including the TRIPS Agreement
and the Doha Declaration, have centered on issues at the intersection of international
trade in pharmaceuticals and intellectual property rights, with developed world
nations seeking strong intellectual property rights to protect investments made to
develop new drugs, and developing world nations seeking to promote their generic
pharmaceuticals industries and their ability to make medicine available to their people
via compulsory licenses.

Some have raised ethical objections specifically with respect to pharmaceutical
patents and the high prices for drugs that they enable their proprietors to charge,
which poor people in the developed world, and developing world, cannot afford. 24!
Critics also question the rationale that exclusive patent rights and the resulting high
prices are required for pharmaceutical companies to recoup the large investments
needed for research and development.24 One study concluded that marketing
expenditures for new drugs often doubled the amount that was allocated for research
and development.k2 Other critics claim that patent settlements would be costly for
consumers, the health care system, and state and federal governments because it
would result in delaying access to lower cost generic medicines.k?

Novartis fought a protracted battle with the government of India over the patenting of
its drug, Gleevec, in India, which ended up in India's Supreme Court in a case known
as Novartis v. Union of India & Others. The Supreme Court ruled narrowly against
Novartis, but opponents of patenting drugs claimed it as a major victory.=

Environmental issues

The environmental impact of pharmaceuticals and personal care products is
controversial. PPCPs are substances used by individuals for personal health or
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cosmetic reasons and the products used by agribusiness to boost growth or health of
livestock. PPCPs comprise a diverse collection of thousands of chemical substances,
including prescription and over-the-counter therapeutic drugs, veterinary drugs,
fragrances, and cosmetics. PPCPs have been detected in water bodies throughout the
world and ones that persist in the environment are called Environmental Persistent
Pharmaceutical Pollutants. The effects of these chemicals on humans and the
environment are not yet known, but to date there is no scientific evidence that they
have an impact on human health.:2
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UNNYNRY NPT, NPINIITING PPVSND MAYN 73NN INTIN

XMT PNIONI DN MNPV 7y NNPOIAN NN NY

879N AN TYND D910 MNDN YDOYHN TYUND NNIPYAN 2N NOIN NV
AYNNT IR NONN ININD NNPXAM

MR NP 2NN NN TN DV MINMVIND DIYN NMNDNA NVIDYN NV
MPYTIAN TEN D) NPV

;NN HOONN NP2 MY wown  (Statistical Process Control) SPC 1 %1
DY DMNTN MOUMLIN XNP NTINN .DTTH NMINHN MNNID) MINX NNVIAN 2N
,PC -5 mnannn N2> DND AIWNR DTN IPYWIN T7A8 ,NON MIPA,MNISNND OINM)
,INSIND DX NN L OMNN) MR VAP ,GOIN NTINVN T PNOIN) VOP D) TWIND)
MNX NN SPC-n 5171 9991 NON PNV MYNNINI .NNN P12 SPC MINSIN »N0)
MNMPON N MY NOTIND Y1ON ,0O21090 DIV MND MVPND NXAN NN
MY 2T, NOIWNN SV DD DTN 2OV .1MNOY MIN P POXR MYND Y»OM)
.MOPN NN D) YNIN
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